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Forward Looking Statements

This document contains certain forward-looking statements which can usually be identified by terms used
such as 'expect’, 'should be', 'will be' and similar expressions or variations thereof or their negative variations,
but their absence does not mean that a statement is not forward-looking. Examples of forward-looking
statements include, but are not limited to, statements relating to the Bank of Cyprus Holdings Group's (the
Group) near term and longer term future capital requirements and ratios, intentions, beliefs or current
expectations and projections about the Group’s future results of operations, financial condition, expected
impairment charges, the level of the Group’s assets, liquidity, performance, prospects, anticipated growth,
provisions, impairments, business strategies and opportunities.

By their nature, forward-looking statements involve risk and uncertainty because they relate to events, and
depend upon circumstances, that will or may occur in the future. Factors that could cause actual business,
strategy and/or results to differ materially from the plans, objectives, expectations, estimates and intentions
expressed in such forward-looking statements made by the Group include, but are not limited to: general
economic and political conditions in Cyprus and other European Union (EU) Member States, interest rate and
foreign exchange rate fluctuations, legislative, fiscal and regulatory developments and information
technology, litigation and other operational risks, adverse market conditions, the impact of outbreaks,
epidemics or pandemics, such as the COVID-19 pandemic and ongoing challenges and uncertainties posed
by the COVID-19 pandemic for businesses and governments around the world. The Russian invasion of
Ukraine has led to heightened volatility across global markets and to the coordinated implementation of
sanctions on Russia, Russian entities and nationals. The Russian invasion of Ukraine has caused significant
population displacement, and if the conflict continues, the disruption will likely increase. The scale of the
conflict and the extent of sanctions, as well as the uncertainty as to how the situation will develop, may have
significant adverse effects on the market and macroeconomic conditions, including in ways that cannot be
anticipated. This creates significantly greater uncertainty about forward-looking statements. Should any one
or more of these or other factors materialise, or should any underlying assumptions prove to be incorrect,
the actual results or events could differ materially from those currently being anticipated as reflected in such
forward-looking statements. The forward-looking statements made in this document are only applicable as
at the date of publication of this document. Except as required by any applicable law or regulation, the Group
expressly disclaims any obligation or undertaking to release publicly any updates or revisions to any forward-
looking statement contained in this document to reflect any change in the Group’s expectations or any
change in events, conditions or circumstances on which any statement is based.
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1. Executive Summary

The executive summary discloses a high level summary of the risk profile of Bank of Cyprus Holdings Public
Limited Company Group (the ‘Group’), and its interaction with its risk appetite. Bank of Cyprus Holdings
Public Limited Company (the ‘Company’) is the holding company of Bank of Cyprus Public Company Limited
(the *‘Bank’ or ‘BOC PCL’). The Group comprises the Company, its subsidiary BOC PCL and the subsidiaries
of BOC PCL. Risk appetite describes the types and level of risk that the Group chooses to accept in pursuit
of its strategy whilst at the same time fulfilling regulatory requirements.

The Group is a diversified, leading, financial and technology hub in Cyprus. During 2022 the Group delivered
positive financial results and exceeded its 2022 financial targets, confirming the sustainability of its business
model with well-diversified revenues and disciplined cost containment despite inflationary pressures.

The Group remains focused on growing revenues in a more capital efficient way. The Group aims to continue
to grow its high-quality new lending, drive growth in niche areas for further market penetration and diversify
through non-banking services, such as insurance and digital products. The Group has continued to provide
high quality new lending in the year ended 31 December 2022 via prudent underwriting standards. Growth
in new lending in Cyprus has been focused on selected industries in line with BOC PCL's target risk profile.

Striving for a lean operating model is a key strategic pillar for the Group in order to deliver shareholder
value, without constraining funding its digital transformation and investing in the business.

Strategy and Outlook

The strategic objectives for the Group are to become a stronger, safer and a more efficient institution with
a sustainable and well-diversified business model committed to deliver sustainable shareholder returns.

The key pillars of the Group’s strategy are to:

e Grow revenues in a more capital efficient way; by enhancing revenue generation via growth in
performing book and less capital-intensive banking and financial services operations (Insurance and
Digital Economy)

Improve operating efficiency; by achieving leaner operations through digitisation and automation

e Strengthen asset quality; maintaining high quality new lending, completing legacy de-risking,
normalising cost of risk and reducing (other) impairments

e Enhance organisational resilience and ESG (Environmental, Social and Governance) agenda; by
continuing to work towards building a forward-looking organisation with a clear strategy supported by
effective corporate governance aligned with ESG agenda priorities
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Executive Summary (continued)

KEY STRATEGIC PILLARS

Growing revenues in a more capital
efficient way; by enhancing revenue
generation via growth in performing book,
and less capital-intensive banking and
financial services operations (Insurance
and Digital Economy)

Improving operating efficiency; by

achieving leaner operations through
digitisation and automation
Strengthening asset quality
Enhancing organisational resilience

and ESG (Environmental, Social and
Governance) agenda; by continuing to
work towards building a forward-looking
organisation with a «clear strategy
supported by effective  corporate
governance aligned with ESG agenda
priorities

PLAN OF ACTION
The structure of the Group’s balance sheet is geared
towards higher interest rates facilitating immediate
growth in net interest income
Grow performing book and increase through high
quality new lending over the medium term
Expand fixed income portfolio in 2023, subject to
market conditions, to take advantage of the rising
yields
Enhance fee and commission income, e.g. on-going
review of price list for charges and fees, increase
average product holding through cross selling, new
sources of revenue through introduction of Digital
Economy Platform
Profitable  insurance business with  further
opportunities to grow, e.g. focus on high margin
products, leverage on BOC PCL’s strong franchise
and customer base for more targeted cross selling
enabled by digital transformation
Committed to maintain cost discipline
inflationary environment
Effectively eliminate restructuring costs as de-
risking is largely complete
Enhance procurement control
Committing to maintain total operating expenses for
2023 to a range of £€350-€360 million
The cost to income ratio excluding special levy on
deposits and other levies/contributions for 2023 is
expected to decrease to mid-40s and to remain
around similar levels in 2024
Prevent asset quality deterioration in an uncertain
outlook
Maintain strict discipline on new business
NPE ratio target of <5% for 2023
unchanged
Cost of risk target of 50-80 bps for 2023 remains
unchanged, starting to normalise to 40-50 bps from
2024 onwards
Set decarbonisation targets on specific sectors and
asset classes
Establish ESG questionnaire and ESG scorecard in
the loan origination process
Incorporate loan decarbonisation targets in the
business strategy of the Group
Evolution of the ESG strategy with a continued focus
on the climate and environmental risks
Continue to embed ESG in the Group’s culture
Continuous enhancement of structure and corporate
governance
Invest in people and promote talent

in an

remains
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1. Executive Summary (continued)

The Group’s updated medium term strategic targets are set out below.

. . YEAR ENDED 31 FY2023 Previous | FY2023 Updated
Key Metrics 2022 Guidance | pEMBER 2022 | guidance guidance
Date November 2022 November 2022 February 2023

- - _ - 40-50% yoy
NII >€350 million €370 million €450-470 million (€520-550 million)
C°§t1t° income Low-50s 49% approximately mid-40s
ratio 50%
Return on .
; . approximately 4.3%

Tangible Equity p ) o . >10% >13%
(ROTE)? 10% (recurring) 11.3% (recurring)
NPE ratio <5.0% 4.0% <5% <5%
Cost of risk Mid-40 bps 44 bps 50-80 bps 50-80 bps

1. Calculated using total operating expenses which comprise staff costs and other operating expenses.
Total operating expenses do not include the special levy on deposits or other levies/contributions and
do not include any advisory or other restructuring costs.

2. Return on Tangible Equity (ROTE) is calculated as Profit after Tax (annualised) divided by the quarterly
average Shareholders’ equity minus intangible assets.

3. Base on market forward rates as at 23 January 2023.

Risk Profile

The Group is exposed to several key risks that include credit risk, market risk, liquidity and funding risk,
concentration risk, and operational risk which includes but not limited to, compliance risk, legal risk,
information security and cyber risks, technology risk and third-party risk. Further details on these risks are
provided in Section 3 of the current disclosures.

The Board, through the Risk Committee, is responsible to ensure that a coherent and comprehensive Risk
Management Framework for the identification, assessment, monitoring and controlling of all risks is in place.
The framework, described in detail in Section 3 of the current disclosures, provides the infrastructure,
processes and analytics needed to support effective risk management. It also ensures that material risks are
identified, including, but not limited to, risks that might threaten the Group’s business model, future
performance, liquidity, and solvency. Such risks are taken into consideration in defining the Group’s overall
business strategy ensuring alignment with its risk appetite. In setting its risk appetite, the Group ensures
that its risk bearing capacity is considered so that the appropriate capital levels are always maintained.
Furthermore, the risk appetite framework sets specific limits on credit risk including the level of NPEs, the
cost of risk as well as concentration limits which are considered when defining the level of new lending in
the business strategy.

To ensure that the risk profile of the Group is within the approved risk appetite a consolidated risk report
and a risk appetite dashboard is regularly reviewed and discussed by the Board and the Risk Committee.
Where a breach occurs, the Risk Appetite Framework provides the necessary escalation process to analyse
the materiality and nature of the breach, notify the appropriate authorities, and decide the necessary
remediation actions.

The concise risk statement is derived from the Risk Profile section in conjunction with the acceptance of this
disclosure Report by the Executive Director Finance & Legacy and the Chief Risk Officer (CRO).
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1. Executive Summary (continued)

Ukrainian crisis

The economic environment has evolved rapidly since February 2022 following Russia’s invasion of Ukraine.
In response to the war in Ukraine, the EU, the UK and the US, in a coordinated effort joined by several other
countries imposed a variety of financial sanctions and export controls on Russia, Belarus and certain regions
of Ukraine as well as various related entities and individuals. As the war is prolonged, geopolitical tension
persists and inflation remains elevated, impacted by the soaring energy prices and disruptions in supply
chains. The high inflation weighs on business confidence and consumers’ purchasing power. In this context
the Group is closely monitoring the developments, utilising dedicated governance structures including a Crisis
Management Committee as required and has assessed the impact the crisis has on the Group’s operations
and financial performance.

Overall, the Group expects limited impact from its direct exposure, while any indirect impact depends on the
duration and severity of the crisis and its impact on the Cypriot economy.

The Group continues to closely monitor the situation, taking all necessary and appropriate measures to
minimise the impact on its operations and financial performance, as well as to manage all related risks and
comply with the applicable sanctions.
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1. Executive Summary (continued)

The following key metrics reflect largely the Group’s risk profile.

2022 2021 2

Key Balance sheet ratios®
NPE ratio 4.00% 12.40%
NPE coverage ratio 69% 59%
Leverage ratio 7.09% 7.45%
Cost of risk (bps) 44 57
Liquidity Coverage Ratio (LCR) 291% 298%
Net Stable Funding Ratio (NSFR)* 168% 147%
Capital ratios and Risk Weighted Assets®
Common Equity Tier 1 (CET1) ratio (transitional for IFRS 9)° 15.45% 15.14%
CET1 (fully loaded) 14.68% 13.75%
Total Capital ratio (transitional) 20.59% 20.01%
Risk weighted assets (€ million) 10,114 10,694
RWAs intensity 40% 43%
1 The financial information is derived from and should be read in conjunction with the Directors’ Report included within the Company’s Annual

Financial Report for 2022.
2 Including the NPE portfolios classified as 'Non-current assets and disposal groups held for sale', where relevant.

The CET1 fully loaded ratio as at 31 December 2022 amounts to 14.68%, compared to 13.75% and 14.32% pro forma for HFS as at 31
December 2021.
4 NSFR is reported as per CRR II.

Throughout this Report, all relevant figures are based on 31 December 2022 financial results, unless
otherwise stated. Numbers on a pro forma basis are based on the 31 December 2021 figures and are adjusted
for Project Helix 3 and Project Sinope, and assume its completion. Where numbers are provided on a pro
forma basis this is explicitly stated as pro forma.

e Credit Risk is managed in accordance with the Risk Appetite which sets targets for several key asset
quality metrics described below.

o

During 2022, NPEs were reduced by €932 million to €411 million at 31 December 2022
(compared to €1,343 million at 31 December 2021). The reduction during the year ended 31
December 2022 is mainly driven by the completion of Project Helix 3 of €551 million (as at 30
September 2022) and net organic reduction taken place in the year.

The Group has continued to make steady progress across all asset quality metrics. As the
balance sheet de-risking is largely complete, the Group’s priorities remain unchanged;
maintaining high quality new lending, with strict underwriting standards and preventing asset
quality deterioration following the ongoing macroeconomic uncertainty. The loan credit losses
totaled €47 million (excluding ‘Provisions/net (loss)/profit relating to NPE sales’) for the year
ended 31 December 2022, compared to €66 million for the year ended 31 December 2021, down
by 30% compared to the prior year. The annualised loan credit losses charge (cost of risk) for
the year ended 31 December 2022 was 44 bps, compared to a cost of risk of 57 bps for the year
ended 31 December 2021, down by 13 bps reflecting strong asset quality performance in 2022.
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1.

Executive Summary (continued)

o  The NPEs account for 4.00% of gross loans as at 31 December 2022, compared to 12.40% as
at 31 December 2021. The reduction in NPE ratio is driven by the completion of Project Helix
3.

o  The Group has in place limits to manage concentration risk which can arise, among others, from
sector, product, counterparty, currency, collateral and funding source concentration.
Appropriate monitoring and reporting processes are in place and are frequently reviewed. There
are restrictions on loan concentrations which are imposed by the Cyprus Banking Law, the
relevant Central Bank of Cyprus (CBC) Directives, European Central Bank (ECB) Directives and
the Capital Requirements Regulation (CRR). According to these restrictions, a credit institution
shall not incur an exposure after taking into account the effect of the credit risk mitigation and
exempt exposures to a client or group of connected clients, the value of which exceeds 25% of
Tier 1 Capital. The Group’s Risk Appetite Statement (RAS) imposes stricter concentration limits
and the Group is taking actions to run down those exposures which are in excess of the internal
limits over time.

As at 31 December 2022, the leverage ratio of the Group was 7.09% (2021: 7.45%) on a
transitional basis and 6.75% (2021: 6.80%) using a fully phased-in definition of Tier 1 (T1). This
ratio is well above the 3% regulatory limit.

At 31 December 2022, the Liquidity Coverage ratio (LCR) stood at 291% compared to 298% at
31 December 2021 and was in compliance with the minimum regulatory requirement of 100%.

As at 31 December 2022, the Net Stable Funding ratio (NSFR) stood at 168% compared to 147%
as at 31 December 2021 and was in compliance with the minimum regulatory requirement of 100%.

The CET1 ratio on a transitional basis stood at 15.45% as at 31 December 2022, compared to
15.14% as at 31 December 2021 (and 15.76% pro forma for held for sales portfolio (referred to as
‘pro forma for HFS’). During the year ended 31 December 2022, CET1 ratio was positively affected
by pre-provision income, and the reduction in risk-weighted assets (RWA), mainly as a result of the
completion of Project Helix 3, and negatively affected mainly by the phasing in of IFRS 9 and other
transitional arrangements on 1 January 2022, the cost of the Voluntary Staff Exit Plan, the payment
of AT1 coupon, the movement of the fair value through OCI reserves and other movements.

The CET1 fully loaded ratio amounted to 14.68% as at 31 December 2022, compared to 13.75%
as at 31 December 2021 (and 14.32% pro forma for HFS). On a transitional basis and on a fully
phased in basis, after the transition period is completed, the impact of IFRS 9 is expected to be
manageable and within the Group’s capital plans.

The Total Capital ratio stood at 20.59% as at 31 December 2022, compared to 20.01% as at 31
December 2021 (and 20.78% pro forma for HFS).

The Standardised Approach has been applied to calculate the Risk Weighted Assets (RWAs) across
all risks. The total RWA in 2022 (€10,114 million) decreased in comparison to 2021 (€10,694 million)
with the main drivers being (a) the completion of Project Helix 3 Transaction; (b) other reductions
in higher risk balance sheet items (including deferred tax assets); (c) increased provision coverage
of NPEs; and (d) the phasing in of IFRS 9 transitional arrangements on 1 January 2022. The Credit
Risk RWAs continue to be the main driver of minimum capital requirements.
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2. Introduction

2.1. Corporate Information

The Company was incorporated in Ireland on 11 July 2016, as a public limited company under company
number 585903 (LEI code: 635400L14KNHZXPUZM19) in accordance with the provisions of the Companies
Act 2014 of Ireland (Companies Act 2014). Its registered office is 10 Earlsfort Terrance, Dublin 2, D02 T380,
Ireland.

The Company is the holding company of BOC PCL with principal place of business in Cyprus. The Bank of
Cyprus Holdings Group (the ‘Group’) comprises the Company, its subsidiary, BOC PCL, and the subsidiaries
of BOC PCL. Bank of Cyprus Holdings Public Limited Company is the ultimate parent company of the Group.

The principal activities of BOC PCL and its subsidiary companies (the BOC Group) involve the provision of
banking services, financial services, insurance services and the management and disposal of property
predominately acquired in exchange of debt.

BOC PCL is a significant credit institution for the purposes of the SSM Regulation and has been designated
by the CBC as an 'Other Systemically Important Institution' (O-SII). The Group is subject to joint supervision
by the ECB and the CBC for the purposes of its prudential requirements.

2.2. Pillar III Regulatory Framework

Regulatory framework overview

The Pillar 3 report is prepared in accordance with Regulation (EU) No 575/2013 of the European Parliament
and of the Council of 26 June 2013 on prudential requirements for credit institutions (Capital Requirements
Regulation - CRR) and Directive 2013/36/EU of the European Parliament and of the Council of 26 June 2013
on access to the activity of credit institutions and the prudential supervision of credit institutions (Capital
Requirements Directive - CRD) as amended. The European Banking Authority (EBA) guidelines on Pillar 3
disclosure requirements have been fully adopted.

The CRR and CRD establish the prudential requirements for capital, liquidity and leverage that entities need
to abide by. CRD governs access to deposit-taking activities, internal governance arrangements including
remuneration, board composition and transparency. CRR introduced significant changes in the prudential
regulatory regime applicable to banks including amended minimum capital adequacy ratios, changes to the
definition of capital and the calculation of RWAs and the introduction of new measures relating to leverage,
liquidity and funding. CRR permits a transitional period for certain of the enhanced capital requirements and
certain other measures, such as the leverage ratio, which was largely effective by 2019. In addition, the
Regulation (EU) 2016/445 of the European Central Bank (ECB) on the exercise of options and discretions
available in Union law (ECB/2016/4) provides certain transitional arrangements which supersede the national
discretions unless they are stricter than the EU Regulation 2016/445.

As of 27 July 2019, the CRR was updated by the CRR Amendment Regulation (EU) 2019/876. As Regulation
(EU) 2019/876 is an amendment to Regulation (EU) 575/2013, the term CRR is used consistently throughout
this document. Unless further specified, the term CRR always means the currently applicable version, as last
amended by Regulation (EU) 2020/873 of the European Parliament and of the Council of 24 June 2020, in
force since 27 June 2021.

Regulation (EU) 2019/876 which is that are applicable from June 2021 includes the introduction of a
minimum leverage ratio of 3%, the new standardised EAD calculation for counterparty risk, known as SA-
CCR, a minimum Net Stable Funding Ratio (NSFR) of 100%, the new limits for large exposures and the
requirement to report under the standardised approach for market risk. The NSFR is calculated as the amount
of “available stable funding” (ASF) relative to the amount of “required stable funding” (RSF).
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Pillar III Regulatory Framework (continued)

The current regulatory framework comprises three pillars:

e Pillar I covers the regulatory capital calculations, including calculation of RWAs for credit risk,
counterparty risk, market risk and operational risk.

e Pillar II covers the Supervisory Review and Evaluation Process (SREP), which assesses the internal capital
adequacy processes and whether additional capital is required over and above the Pillar I and provides
for the monitoring and self-assessment of a bank’s capital adequacy and internal processes.

e Pillar III covers external disclosures that are designed to provide transparent information on regulatory
capital adequacy, risk exposures and risk management and internal control processes.

The Group’s 2022 year end disclosures comply with all relevant CRD, CRR and associated EBA and ECB
guidelines and technical standards in force at 31 December 2022.

Future Regulatory Developments

The Group continues to closely monitor EU and Cyprus regulatory developments, including among others the
following:

The 2021 Banking Package (CRR III and CRD VI and BRRD)

In October 2021, the European Commission adopted legislative proposals for further amendments
to the Capital Requirements Regulation (CRR), CRD IV and the BRRD (the ‘2021 Banking Package’).
Amongst other things, the 2021 Banking Package would implement certain elements of Basel III
that have not yet been transposed into EU law. The 2021 Banking Package is subject to amendment
in the course of the EU’s legislative process; and its scope and terms may change prior to its
implementation. In addition, in the case of the proposed amendments to CRD IV and the BRRD,
their terms and effect will depend, in part, on how they are transposed in each member state. The
European Council's proposal on CRR and CRD was published on 8 November 2022. During 2023,
the finalisation of the European Parliament’s position is expected, which will be followed by the
trilogue process that will eventually result in the final versions of the directives and regulations. It
is expected that the 2021 Banking Package will enter into force on 1 January 2025; and certain
measures are expected to be subject to transitional arrangements or to be phased in over time.

Bank Recovery and Resolution Directive (BRRD)

The Bank Recovery and Resolution Directive (BRRD) requires that from January 2016 EU member
states shall apply the BRRD’s provisions requiring EU credit institutions and certain investment
firms to maintain a minimum requirement for own funds and eligible liabilities (MREL), subject to
the provisions of the Commission Delegated Regulation (EU) 2016/1450. On 27 June 2019, as part
of the reform package for strengthening the resilience and resolvability of European banks, the
BRRD II came into effect and was required to be transposed into national law. BRRD II was
transposed and implemented in Cyprus law in early May 2021. In addition, certain provisions on
MREL have been introduced in CRR II which also came into force on 27 June 2019 as part of the
reform package and took immediate effect.
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Pillar III Regulatory Framework (continued)

Capital requirements

The minimum ratios presented below apply for the Group, BOC PCL and the BOC Group. In addition, the ECB
has also provided non-public guidance for an additional Pillar II CET1 buffer.

Minimum Capital Requirements

2023 2022 2021
% % %

Pillar 1

CET1 4.50 4.50 4.50
Tier 1 6.00 6.00 6.00
Total Capital requirement - Pillar 1 8.00 8.00 8.00
Pillar 2

CET1 1.73 1.83 1.69
AT1 0.58 0.61 0.56
Tier 2 0.77 0.82 0.75
Total Capital requirement-Pillar 2 - Note 2 3.08 3.26 3.00
Buffers

Capital Conservation Buffer (CCB) - Note 3 2.50 2.50 2.50
Countercyclical Capital Buffer (CcyB) - Note 4 0.02 0.02 -
Other Systematically Important Institutions (O-SII) - Note 5 1.50 1.25 1.00
Total minimum requirements CET1 - Note 6 10.25 10.10 9.69
Overall Capital requirement - Note 6 15.10 15.03 14.50

Notes:

1. Based on the provisions of the Macroprudential Oversight of Institutions Law of 2015 which came into
force on 1 January 2016, the CBC is the designated Authority responsible for setting the macroprudential
buffers that derive from the CRD.

2. In the context of the SREP conducted by the ECB in 2021, the Pillar II requirement for 2021 was set at

3.26%, compared to previous level of 3.00%. The additional Pillar II requirement add-on of 0.26%
relates to ECB’s prudential provisioning expectations as per the 2018 ECB Addendum and subsequent
ECB announcements and press release in July 2018 and August 2019. This component of the Pillar II
requirement add-on takes into consideration Helix 3. It is dynamic and can be reduced during 2022 on
the basis of in-scope NPEs and level of provisioning.

Following the annual SREP performed by the ECB in 2022 and based on the SREP decision, effective
from 1 January 2023, the P2R has been revised to 3.08%. The revised P2R includes a revised P2R add-
on of 0.33% relating to ECB’s prudential provisioning expectations. When disregarding the P2R II add-
on relating to ECB’s prudential provisioning expectations, the P2R is reduced from 3.00% to 2.75%.
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3.

The

Pillar III Regulatory Framework (continued)

The Capital Conservation Buffer (CCB) was gradually phased in at 0.625% in 2016, 1.25% in 2017, and
1.875% in 2018 and was fully implemented on 1 January 2019 at 2.50%.

In accordance with the provisions of the above law, the CBC determines, on a quarterly basis, the
Countercyclical Capital Buffer (CcyB) rates in accordance with the methodology described in this law.
The CcyB is effective as of 1 January 2016 and is determined for all the countries in the European
Economic Area (EEA) by their local competent authorities ahead of the beginning of each quarter. The
CBC has set the CcyB rate for risk weighted exposures in Cyprus at 0.00% for the years 2021 and 2022.
The CcyB for the Group for 2022 has been calculated at c.0.02% (Section 8). On 30 November 2022,
the CBC, following the revised methodology described in its macroprudential policy, decided to increase
the countercyclical buffer rate from 0,00% to 0,50% of the total risk exposure amount in Cyprus of each
licensed credit institution incorporated in Cyprus. The new rate of 0.50% must be observed as from 30
November 2023. Based on the above, the CcyB for the Group is expected to increase.

In accordance with the provisions of this law, the CBC is also the responsible authority for the
designation of banks that are O-SIIs and for the setting of the O-SII buffer requirement for these
systemically important banks. BOC PCL has been designated as an O-SII and the CBC initially set the
O-SII buffer for the Group at 2.00%, revised to 1.50% in November 2021 with effect from 1 January
2022. This buffer is phased in gradually, having started from 1 January 2019 at 0.50% and increasing
by 0.50% on 1 January 2020 and by 0.25% on 1 January 2022, until being fully implemented on 1
January 2023, with the phasing in by 0.25%.

In the context of the annual SREP conducted by the ECB in 2021 and based on the final 2021 SREP
decision received in February 2022, the Group’s minimum phased in Common Equity Tier 1 (CET1)
capital ratio for 2022 was set at 10.10% (comprising a 4.50% Pillar I requirement, a 1.83% Pillar II
requirement (P2R), the Capital Conservation Buffer (CCB) of 2.50%, the O-SII Buffer of 1.25% and the
CcyB of 0.02%, compared to the 9.69% in 2021 and the Group’s Total Capital requirement was set at
15.03% (comprising an 8.00% Pillar I requirement, of which up to 1.50% can be in the form of Additional
Tier 1 (AT1) capital and up to 2.00% in the form of Tier 2 (T2) capital, a 3.26% Pillar II requirement,
the Capital Conservation Buffer of 2.50%, the O-SII Buffer of 1.25% and the CcyB of 0.2%, compared
to 14.50% in 2021. The ECB has also provided revised lower non-public guidance for the additional Pillar
IT CET1 buffer (P2G). The new SREP requirements were effective from 1 March 2022.

Following the annual SREP performed by the ECB in 2022 and based on the final SREP decision received
in December 2022, effective from 1 January 2023, the Pillar II requirement has been revised to 3.08%,
compared to the previous level of 3.26%. The Pillar II requirement includes a revised Pillar II
requirement add-on of 0.33% relating to ECB’s prudential provisioning expectations. When disregarding
the Pillar II add-on relating to ECB’s prudential provisioning expectations, the Pillar II requirement has
been reduced from 3.00% to 2.75%.The Group’s minimum phased-in CET1 capital ratio and Total Capital
ratio requirements were reduced when disregarding the phasing-in of the Other Systemically Important
Institution Buffer. The Group’s minimum phased-in CET1 capital ratio is set at 10.25%, comprising a
4.50% Pillar I requirement, a 1.73% Pillar II requirement, the Capital Conservation Buffer of 2.50%,
the O-SII Buffer of 1.50% and the CcyB of 0.02%. The Group’s minimum phased-in Total Capital ratio
requirement is set at 15.10%, comprising an 8.00% Pillar I requirement, of which up to 1.50% can be
in the form of AT1 capital and up to 2.00% in the form of T2 capital, a 3.08% Pillar II requirement, the
Capital Conservation Buffer of 2.50%, the O-SII Buffer of 1.50% and the CcyB of 0.02%. The ECB has
also maintained the non-public guidance for an additional Pillar II CET1 buffer (P2G) unchanged.

EBA final guidelines on SREP and supervisory stress testing and the Single Supervisory Mechanism’s

(SSM) 2018 SREP methodology provide that own funds held for the purposes of Pillar II Guidance (P2G)
cannot be used to meet any other capital requirements (Pillar I requirement, P2R or the combined buffer
requirement), and therefore cannot be used twice.

15


https://www.centralbank.cy/en/financial-stability/macroprudential-policy/countercyclical-capital-buffer

BANK OF CYPRUS HOLDINGS GROUP
Pillar 3 Disclosures 2022

2.2. Pillar III Regulatory Framework (continued)

The capital position of the BOC PCC and the Group at 31 December 2022 exceeds both their Pillar I and their
Pillar II add-on capital requirements. However, the Pillar II add-on capital requirements are a point-in-time
assessment and therefore are subject to change over time.

The subsidiaries of the Group which are not included in the prudential consolidation and have capital
requirements to comply with, are the following insurance subsidiaries:

o General Insurance of Cyprus Ltd (Genikes Insurance) and

o EurolLife Ltd (EuroLife)

The insurance subsidiaries of the Group complied with the requirements of the Superintendent of Insurance
including the minimum solvency ratio throughout 2022. Therefore, there is no capital shortfall to report with
respect to the insurance subsidiaries of the Group in accordance with CRR Article 436(q). The Solvency and
Financial Condition Report of the General Insurance of Cyprus Ltd and EuroLife Ltd is made public on a yearly
basis beginning of April and is published on their websites, www.gic.com.cy and www.eurolife.com.cy
(Solvency and Financial Condition Reports).

The regulated investment firm (CIF) of the Group, The Cyprus Investment and Securities Corporation Ltd
(CISCO), complied with the minimum capital adequacy ratio requirements throughout 2022. In December
2019, the European Parliament approved the new prudential regime for Investment Firms (“IFs”) in the
Investment Firm Regulation (EU) 2019/2033 (“IFR”) on the prudential requirements of IFs and the
Investment Firm Directive (EU) 2019/2034 (“IFD") on the prudential supervision of IFs. IFR on the prudential
requirements of IFs became directly applicable in all EU Member States on 26th June 2021 whereas IFD on
the prudential supervision of IFs was transposed into national legislation by CySEC by issuing Law
L.97(1)/2021 on the capital adequacy of IFs applicable as from 26th June 2021, Amending Law L.164(1)/2021
on the capital adequacy of IFs applicable as from the 5th November 2021 and Law L.165(1)/2021 on the
prudential supervision of IFs applicable as from 5th November 2021. The new prudential framework
introduced a new classification for IFs, the Systemic and Non-Systemic. Systemic firms are largest firms
with assets over €30 billion, that carry out risky activities (e.g. bank activities), and will remain under
CRR/CRD and subject to banking supervision (“Class 1A” and “Class 1B”). Non-Systemic, are firms of either
“Class 2" or “Class 3”, based on certain criteria, which are subject to the new IFR/IFD Regime in full or with
certain exceptions. The new classification of the IFs determines their new capital requirements and reporting
obligations. CISCO has been classified as a Non-Systematic “Class 2” company. CISCO complies with the
new capital requirements under the IFD/IFR as at 31 December 2022. The regulated UCITS management
company of the Group, BOC Asset Management Ltd, complied with the regulatory capital requirements of
the Cyprus Securities and Exchange Commission (CySEC) laws and regulations throughout 2022. In February
2023, the activities of BOC Asset Management Ltd, were absorbed by CISCO and BOC Asset Management
Ltd was dissolved. The payment services subsidiary of the Group, JCC Payment Services Ltd, complies with
the regulatory capital requirements throughout 2022.

Minimum Requirement for Own Funds and Eligible Liabilities (MREL)

In February 2023, BOC PCL received notification from the Single Resolution Board (SRB) of the final decision
for the binding minimum requirement for own funds and eligible liabilities (MREL) for the BOC PCL,
determined as the preferred resolution point of entry. As per the decision, the final MREL requirement was
set at 24.35% of risk weighted assets and 5.91% of Leverage Ratio Exposure (LRE) (as defined in the CRR)
and must be met by 31 December 2025. Furthermore, the binding interim requirement of 1 January 2022
set at 14.94% of risk weighted assets and 5.91% of LRE must continue to be met. The own funds used by
BOC PCL to meet the Combined Buffer Requirement (CBR) are not eligible to meet its MREL requirements
expressed in terms of risk-weighted assets. BOC PCL must comply with the MREL requirement at the
consolidated level, comprising BOC PCL and its subsidiaries.

Comparative information

Comparative information was restated in Section 9.1.1, Template EU CR1-A: Maturity of exposures, to
allocate the exposures to the relevant bucket depending on the remaining maturity of the financial instrument.
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2.2. Pillar III Regulatory Framework (continued)

Disclosure policy

The Group maintains a Pillar 3 Disclosure Policy to support compliance with Articles 431-455 of the CRR and
associated EBA guidelines and technical standards. The following sets out the key elements of the disclosure
policy including the basis of preparation, frequency, media and location verification. In regard to the risk
profile disclosure and their overall appropriateness please refer to Section 3.

Basis and preparation

The 2022 Pillar 3 Disclosures report (the ‘Report’) of the Group sets out both quantitative and qualitative
information required in accordance with Part 8 ‘Disclosures by Institutions’ of the CRR. Articles 431 to 455
of the CRR specify the Pillar 3 framework requirements (refer to Appendix V Specific References to CRR
Articles at the end of the Report). The regulation is supplemented by the EBA implementing technical
standards EBA/ITS/2020/04 of 24 June 2020 and the corresponding Commission implementing regulation
(EU) 2021/637 of 15 March 2021, respectively, which specify the tables integrated in this report (refer to
Appendix VI List of EBA templates at the end of the Report), which are now in force for the purposes of this
Report. A CRR mapping table has been included in Appendix V which details how the Group has complied
with each article under Part Eight.

A number of significant differences exist between accounting disclosures published in accordance with IFRS
and Pillar 3 disclosures published in accordance with prudential requirements, which prevent direct
comparison in a number of areas. Of particular note are the differences surrounding the scope of
consolidation (Section 4) and the definition of credit risk exposure.

The Report is presented in Euro (€), which is the functional and presentation currency of the Company and
its subsidiaries in Cyprus and all amounts are rounded to the nearest million, except where otherwise
indicated. A comma is used to separate million and a dot is used to separate decimals. Due to rounding
created from specific Pillar III regulation, numbers presented throughout this document may not add up
precisely to the totals we provide and percentages may not precisely reflect the absolute figures.

Frequency, media and location

The Report is published annually and in conjunction with the Group’s Annual Financial Report, whilst certain
disclosures are published on a more frequent basis if necessary on the Group’s website
http://www.bankofcyprus.com (Investor Relations), in accordance with regulatory guidelines. The Group
publishes semi-annually and quarterly disclosures based on the Requirements of Art. 433a (1) CRR. The
semi-annual and quarterly disclosures are also published on the Group’s website
http://www.bankofcyprus.com (Investor Relations), are approved by the Board and published in conjunction
with the Mid-Year Financial Report and Quarterly Group Results.

Copies of the Group’s Annual Report 31 December 2022 along with the Group’s Pillar III Disclosures can be
obtained from Group’s website http://www.bankofcyprus.com (Investor Relations).

Verification
This Report is published by the Group as per the formal disclosure policy approved by the Board.

Group Compliance Division had an oversight of the framework and assurance procedures and Group Internal
Audit performed a review of the process followed by the Group for the preparation of Pillar 3 Disclosures for
2022.

The Pillar 3 report pre its submission to the Board is reviewed and approved by the Executive Committee
(ExCo). The Board, through the Risk and Audit Committees scrutinises and approves the Pillar 3 report. This
governance process ensures that both management and the Board are given sufficient opportunity to
challenge the disclosures.

The Report was approved by the Board through the Audit and Risk Committees.
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2.2. Pillar III Regulatory Framework (continued)

Attestation

‘We, the Chief Risk Officer and the Executive Director Finance & Legacy, confirm that, to the best of our
knowledge, Bank of Cyprus Holdings Public Limited Group’s 2022 Pillar 3 disclosures comply with Part Eight
of the CRR and the EBA ITS related disclosure requirements have been prepared in accordance with the
internal control processes agreed upon at the Board level, as well as that we provide assurance that the Risk
Management Framework and the system of internal controls put in place are adequate taking into account
the institution’s risk profile and its strategy.’

Demetris Th. Demetriou Eliza Livadiotou

Chief Risk Officer Executive Director Finance & Legacy
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3. Risk Management Objectives and Policies

3.1.

3.1.1. Principal Risks

Strategies and Processes to Manage Risks

As part of its business activities, the Group faces a variety of risks, the most significant of which are described
further in section 3.2. Furthermore, a high-level summary of the principal risks facing the Group and the
mitigating considerations are set out. The summary should not be regarded as a complete and
comprehensive statement of all potential risks, uncertainties or mitigants. Furthermore, other factors either
not yet identified or not currently material, may adversely affect the Group.

Principal Risks

Risk

Mitigating considerations

Business Model and Strategic Risk

- Business and strategic risk arises from changes
in the external environment including economic
trends and competition.

- The Group faces competition from domestic
banks, international banks and financial
technology companies operating in Cyprus and
in other parts of Europe.

- A continuing deterioration of the
macroeconomic environment stemming from
the impact of high inflation and the resultant
interest hikes or other factors could lead to
adverse financial performance which could
deplete capital resources.

- The Group's business and performance are
materially dependent on the economic
conditions in, and future economic prospects
of, Cyprus where the Group's operations and
earnings are predominantly based and
generated.

The Group is also dependent on the economic
conditions and prospects of countries of the
main counterparties with whom we do
business.
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The Group has a clear strategy with key objectives
to enable delivery.

The strategy is developed within the risk appetite
and is monitored closely on a regular basis.

The Group remains ready to explore opportunities
that complement its strategy, including the
diversification of income sources.

The Group closely monitors the risks and impact of
changing macroeconomic conditions on its lending
portfolio, strategy and objectives and takes
mitigating actions were necessary.

An internal stress testing framework (ICAAP) is in
place to provide insights on projected capital
adequacy.

The Group has a clear strategy with key objectives
to address this risk including the diversification of

income sources.

Country limits are set and are being monitored.
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3.1.1 Principal Risks (continued)

Geopolitical Risk

- The Bank, operating in a small, open, services-
based economy with a large external sector and
high reliance on tourism and international
business services is susceptible to adverse
changes in economic conditions caused by
geopolitical uncertainties.

- The potential impacts from the ongoing Ukraine
and Russian conflict have so far impacted
economic conditions including inflation and
interest rates but their full extent remain
uncertain as the conflict continues. Further
escalation of the conflict can have negative
effects on the Group’s activities, operating
results and position.

- Risk of European and Global slowdown in the
coming year could impact the financial markets
and consequently the Bank customers, which
can potentially impact the Group's profitability
or even trigger new defaults.

The Group is continuously monitoring the current
affairs, the exposures that could be affected by the
conflict and the impact of the forecasted
macroeconomic conditions on the Group’s strategy.
Where necessary, bespoke solutions are offered to
the affected exposures and close monitoring on
those is maintained.

The Group includes related events in its stress
testing scenarios in order to gain a better
understanding of the potential impact.

Credit risk

- The risk that arises when a borrower or
counterparty has failed to fulfil its financial
obligations in a timely manner. This may be
brought up as a result of negative changes in
the economic environment leading to higher
rates of non-payment by borrowers.

- The Group's financial condition and prospects
are affected by the level of NPEs in its existing
portfolio and the pace it is able to resolve these.
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Specific risk appetite limits on credit risk are in
place.

A lending policy and related circulars, incorporating
prudent lending criteria, aligned with the Group’s
RAS are in effect and are revised on an annual basis
or a more frequent ad hoc basis if deemed
necessary.

A credit risk monitoring framework is in place
including a set of proactive actions to address early
arears.

The management remains committed to carefully
and swiftly manage NPEs leveraging on the
experience and expertise gained through the de-
risking of its balance sheet, including organic
actions.

Counterparty limits are in place based on approved
models.
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3.1.1 Principal Risks (continued)

Market risk

- The risk that the Group’s capital or earnings are
affected by adverse movement in market rates,
in particular interest rates, credit spreads,
foreign exchange movements, equity and
property prices (refer to property risk below).

The RAS sets limits on market risk losses and
property exposures aiming to ensure that no major
and material losses from market price related
moves arise.

The Group does not maintain a trading book while
equity holdings are not material.

Proper limit framework is in place for all market risk
areas.

Property risk

- A significant proportion of the Group's loan
portfolio is secured primarily by mortgages
over Cypriot real estate. Furthermore, the
Group retains a portfolio of real estate in
Cyprus, mainly as a result of the enforcement
of loan collateral and debt-for-asset swaps.

- As a result of the above the Group's business
and financial condition is affected by:
o Changes in the demand for, and prices of,
Cypriot real estate; or
o Regulatory requests which may increase
the capital requirement of stocks of
properties.
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The Group has set up a specialised division to
manage the repossessed portfolio (REMU) including
employing appropriate disposal strategies.

The Group monitors regularly the changes in the
market value of the collateral and, where

necessary, requests the pledging of additional
collateral in accordance with the relevant
agreement.

As part of the Group’s provisioning process,
assumptions are made about the future changes in
property values, as well as the timing for the
realisation of collateral, taxes and expenses on the
repossession and subsequent sale of the collateral
as well as any other applicable haircuts.

For the valuation of properties owned by the Group
judgement is exercised which takes into account all
available reference points, such as expert valuation
reports, current market conditions and application
of appropriate illiquidity haircuts where relevant.
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3.1.1 Principal Risks (continued)

Funding & Liquidity Risk

- Funding risk is the risk that the Group does not
have sufficiently stable sources of funding or
access to sources of funding may not always be
available at a reasonable cost and thus the
Group may fail to meet its obligations, including
regulatory ones (e.g. MREL).

- Liquidity risk is the risk that the Group is unable
to fully or promptly meet current and future
payment obligations as and when they fall due.
This risk includes the possibility that the Group
may have to raise funding at high cost or sell
assets at a discount to fully and promptly
satisfy its obligations.

Sizeable surpluses in all regulatory (e.g. LCR &
NSFR) and internal liquidity indicators.

Close monitoring of customer deposits.
Weekly internal stress testing.

An updated and tested Liquidity Contingency Plan
and an internal stress testing framework are in
place.

The Bank prepared and submitted to relevant
authority (SRB) an MREL Compliance Plan approved
by the BoD. The plan is updated annually. The Bank
achieved its interim MREL requirement for 1
January 2022 and is in compliance with the non-
binding interim MREL requirement for 1 Jan 2023.
Close monitoring of the market for issuance
opportunities is in place.

Concentration Risk

- Concentration risk is the risk of loss due to
exposures to any single entity or group of
related entities with the potential to produce
losses large enough (relative to capital, total
assets, or overall risk level), to threaten the
Group’s health, reputation, or ability to
maintain its core operations.

- Concentration risk arises also through the
Bank’s exposure to the Cyprus sovereign bonds

- Other sources of concentration risk arise from
exposures to a specific sector (i.e.
construction), property exposures held as
collateral or have been repossessed (property
risk) or undue concentration in a specific
geographical area.
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The Group’s risk appetite statement imposes strict
concentration limits and the Group is taking actions
to run down problematic exposures which are in
excess of these internal limits over time. Internal
limits are stricter than the ones provided by the
Banking Law.

Concentration Risk Policy and related guidelines
aligned with the Risk Appetite Statement are in
place.

Exposures are monitored and
monthly basis.

reported on a

Thresholds are set for losses from changes in
market prices
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3.1.1 Principal Risks (continued)

Operational Risk

The risk of direct or indirect impact/loss resulting
from inadequate or failed internal processes,
people and systems, or from external events.
This definition includes External Fraud risk,
Financial Crime risk, Physical Security and Safety
risk, Transaction Processing and Execution risk,
Compliance risk, Business Continuity risk, Data
accuracy risk, as well as Reputational risk. It also
includes Information Security and Cyber risk,
Legal risk, Regulatory risk, Technology risk and
Third-Party risk.

Operational risks can arise from all business lines
and from all activities carried out by the Bank and
its third-party suppliers and are thus diverse in
nature.

The RAS sets limits on aggregate operational losses

as well as across sub-categories of operational risk

including, among others, fraud, conduct, legal,

compliance and reputational risk.

In addition, several processes, control and

procedures are in place, such as:

o A Risk and Control Self-Assessment (RCSA)
process.

o A rigorous monitoring of risk mitigation action
implementation plans.

o Loss/Incident recording and analysis

Established Key Risk Indicators.

o Disaster Recovery.

o

Information Security & Cyber Risk

Information security and cyber-risk is a
significant inherent risk, which could cause a
material disruption to the operations of the
Group.

The Group’s information systems have been and
will continue to be exposed to an increasing
threat of continually evolving cybercrime and
data security attacks.

Customers and other third parties to which the
Group is significantly exposed, including the
Group's service providers (such as data
processing companies to which the Group has
outsourced certain services), face similar risks.

The Group has an internal specialised Information
Security team which constantly monitors current
and future cyber security threats and invests in
enhanced cyber security measures and controls to
protect, prevent and appropriately respond against
such threats for its systems and information.

The Group collaborates with industry bodies, the
National Computer Security Incident Response
Team (CSIRT) and intelligence-sharing working
groups to be better equipped with the growing
threat from cyber criminals.

Digital Transformation Risk

Digital transformation risk arises as banking
models are rapidly evolving both locally and
globally and available technologies have resulted
in the customers’ accelerated shift towards
digital channels. Money transmission, data
driven integrated services and Digital Product
Sales are also forecast to rapidly evolve in the
coming years.

How the Group adapts to these developments
could impact the realisation of its market
strategies and financial plans.
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The Group assesses and develops its Digital
Strategy and maintains a clear roadmap that
provides for migration of transactions to the Digital
Channels, full Digital and Digital Assisted Product
Sales, and Self-service banking support services.

The Group’s emphasis on the Digital Strategy is
reflected in the Operating Model with a designated
Chief Digital Officer supported by staff with the
appropriate skills that work closely with Technology
and Control functions to execute the strategy.

The Group’s policies, standards, governance and
controls undergo ongoing review to ensure
continued alignment with the Group’s strategy for
digital transformation and effective management of
the associated risk.
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3.1.1 Principal Risks (continued)

Legal Risk

The Group may, from time to time, become
involved in legal, regulatory or arbitration
proceedings or investigations which may affect
its operations and results.

Legal risk arises from pending or potential legal
or arbitration proceedings and regulatory
investigations against the Group which has
resulted, and may continue to result, in
significant provisions and expenses incurred by
the Group.

The Group has procedures in place to ensure
effective and prompt management of Legal risk
including, among others, regulatory developments,
new products and internal policies.

The Legal Services Department monitors pending
litigation against the Group and assesses the
probability of loss for each legal action against the
Group based on International Accounting Standards
as well as estimate the amount of the potential loss
where deemed as probable.

The Legal Services Department reports pending
litigation and latest developments to the Board of
Directors.

Regulatory Compliance Risk

The Group conducts its businesses subject to on-
going regulation and associated regulatory risk,
including the effects of changes in the laws,
Financial Crime, regulations, policies, voluntary
codes of practice and interpretations.

Failure to comply with regulatory requirements
could lead to, amongst other things, increased
costs for the Group, and limitations on the Bank's
capacity to lend and could have a material
adverse effect on the business, financial
condition, results of operations and prospects of
the Group.

There is strong commitment by the Management of
the Group for an on-going and transparent dialogue
with the Regulators (JST, ECB, and CBC).

A dedicated Executive Steering Group through the
Regulatory Affairs department monitors the
regulatory agenda and to ensure that all regulatory
matters are brought to the attention of
management in a timely manner.

Technology Risk

Technology risk arises from system downtimes
impacting customer service which may be due
to inadequate, failed, or unavailable systems,
use of outdated, obsolete and unsupported
systems, or which do not fully support the
requirements of business.
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The Bank is implementing its technology strategy
designed to support business and includes, among
others, investments in skills and technology to
minimize system downtimes and security risks,
modernization of legacy applications, a risk-based
approach to leverage the benefits of Cloud
technologies, and investments in new and
innovative applications to support business
requirements.
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3.1.1 Principal Risks (continued)

Third Party Risk

Third-Party and Outsourcing risk can arise from
over-dependence on a few providers, un-
satisfactory vendor monitoring, possibly lower
quality of service and unsatisfactory continuity of
service.

The Group has a dedicated team, the Third-Party and
Outsourcing Risk Management Unit, responsible to
perform risk assessments on all outsourcing, strategic
and intragroup arrangements of the Group. As part of
the risk assessment the team identifies and effectively
handles any potential gaps/weaknesses. The risk
assessment occurs prior to signing an
outsourcing/strategic/intragroup arrangement, prior
to their renewal or annually.

Insurance and Reinsurance Risk

The Group, through its subsidiaries EuroLife and
GIC, provides life insurance and non-life insurance,
respectively, and is exposed to certain risks
particular to these businesses.

Insurance events are unpredictable and the actual
number and amount of claims and benefits will
vary from year to year from the estimate
established using actuarial and statistical
techniques.

In addition, although reinsurance arrangements
mitigate insurance risk, the Group's insurance
subsidiaries are not completely relieved of their
direct obligations to their policyholders and also a
credit (counterparty) exposure exists to the extent
that any reinsurer is unable to meet its contractual
obligations.

Both Insurance companies perform their annual stress

tests (ORSA) which aim to ensure among others:

* The appropriate identification and measurement of
risks;

* An appropriate level of internal capital in relation
to the Company’s risk profile;

« The application and further development of
suitable risk management and internal control
systems;

Reinsurance arrangements are monitored and
reviewed to ensure their adequacy as per the
Reinsurance Policy.

The lead re-insurer is of high credit rating and the
rating is closely monitored for any signs of
deterioration. In addition, counterparty risk
assessment is performed on a frequent basis.

Climate Risk

Climate risk is a growing consideration for financial
institutions given the increasing effects of climate
change globally and the sharp regulatory focus on
addressing the resultant risks. The Group’ s
businesses, operations and assets could be
affected climate-related and environmental (C&E)
risks over the short, medium and long term.

Accelerating climate change could lead to sooner
than anticipated physical risk impacts to the Group
and the wider economy and there is uncertainty in
the scale and timing of technology, commercial
and regulatory changes associated with the
transition to a low carbon economy.
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The Group has put in place targets which set
transparent ambitions on its climate strategy and
decarbonization of its operations and portfolio to
achieve transition to a net zero economy by 2050. An
overall ESG strategy and working plan is thus in place
to facilitate these ambitions and address the ECB
expectations.

A dedicated ESG team, the Risk Management Function
as well as other resources have been mobilised across
the Group and are engaged in various streams of work
such as the measuring of own and financed emissions,
the integration of climate risk in the risk management
framework and the enhanced green products offering.
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3.1.2. Risk Management Framework

The Board of Directors, through the Risk Committee, is responsible to ensure that a coherent and
comprehensive Risk Management Framework (the ‘framework’ or ‘RMF’) for the identification, assessment,
monitoring and controlling of all risks is in place. The framework ensures that material and emerging risks
are identified, including, but not limited to, risks that might threaten the Group’s business model, future
performance, liquidity, and solvency. Such risks are taken into consideration in defining the Group’s overall
business strategy ensuring alignment with the Group’s risk appetite. In setting its risk appetite, the Group
ensures that its risk bearing capacity is considered so that the appropriate capital levels are always
maintained.

The RMF is supported by a strong governance structure and is comprised by several components that are
analysed in the sections below. The RMF is reviewed, updated and approved by the Board at least annually
to reflect any changes to the Group’s business or consideration of external regulations, corporate governance
requirements and industry best practices.

3.1.3. Effectiveness of the Risk Management Framework

The Risk Management Framework has been developed based on the applicable governance requirements
included in:

a) The CBC Directive on Governance and Management Arrangements in Credit Institutions, and
b) The EBA report on Internal Governance under Directive 2013/36/EU.

The Group’s management and BoD needs to be satisfied that the Risk Management Framework is appropriate
given the risk profile of the Group and its Strategy. As such, the Group has in place a process whereby
certain confirmations/representations and warranties as to the effectiveness of Risk policies, procedures and
monitoring activities, as part of the Corporate Governance Code’s (Code) obligations, are provided by all the
business lines and subsidiary companies to the BoD through its AC on an annual basis. Furthermore, RMD,
having received such quarterly confirmations/representations from the business lines and subsidiary
companies, subsequently provides confirmations/representations and warranties as to the effectiveness of
its policies, procedures and monitoring activities to the BoD through its AC.

The RMD derives its authority from the BoD through the RC. It operates with a degree of independence as
the CRO reports to the Chair of the RC and for administrative purposes has a dotted line to the Chief Executive
Officer (CEO).

3.1.4. Risk Governance

The responsibility for the governance of risk at the Group lies with the Board of Directors (the ‘Board’) which
is ultimately accountable for the effective management of risks and for the system of internal controls in the
Group. The Board is assisted in its risk governance responsibilities by the Board Risk and Board Audit
Committees (RC and AC respectively) and at executive level by the Executive Committee (ExCo), Asset and
Liability Committee (ALCO), Asset Disposal Committee (ADC), Technology Committee (TC), Sustainability
Committee (SC) and the Credit Committees.

The RC supports the Board on risk oversight matters including the monitoring of the Group’s risk profile and
of all risk management activities whilst the AC supports the Board in relation to the effectiveness of the
system of internal controls. In addition, discussion and escalation processes are in place through both Board
and Executive Committees that provide for a consistent approach to risk management and decision-making.

Discussion around risk management is also supported by the appropriate risk information submitted by the
Risk Management Division (RMD) and Executive Management. The CRO or his representatives participate in
all such key committees to ensure that the information is appropriately presented, and that Risk
Management’s position is clearly articulated.

Furthermore, certain roles within the Group are critical as they carry specific responsibilities with respect to
Risk Management and include the Chief Risk Officer (CRO) and the Chief Executive Officer (CEO).
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3.1.5.

Accountability and Authority

The RMD operates independently. That is achieved through:

Organisational independence from the activities assigned to be controlled.

Unrestricted and direct access to Executive Management and the Board of Directors (BoD), either
through the RC or directly.

Direct and unconditional access to all business lines that have the potential to generate material risk
to the Group. Front Line managers are required to cooperate with the RMD Managers and provide
access to all records and files of the Group as well as any other information necessary.

A separate budget.

The CRO is a member of the Executive Management Committee and holds voting or veto presence
in key executive committees as well as operational committees.

Furthermore, this independence is also ensured as:

The CRO is assessed annually by the RC that is jointly responsible with Human Resources &
Remuneration Committee

The CRO maintains a close working relationship with both the RC and its Chairman which includes
regular and frequent communication both during official RC meetings as well as unofficial meetings
and discussions.

The RMD reports to the CRO and is ultimately accountable to the BoD through the RC on coordinating the
effective and efficient running of the Group’s Risk Management Framework. The Board and Executive
Management provide the necessary support to the Division. The role of the Board, RC and AC is described in
Sections 3.3.4 to 3.3.6 above.

Executive and Management Committees

Risk related topics are regularly covered by the various Executive and Management Committees in the
discharge of their duties. This contributes to the overall monitoring of Risk Management while the CRO’s
participation in these committees ensures both that the topics are appropriately presented, and that Risk
Management'’s position is clearly articulated.

Topics regularly covered include:

Update on material and emerging risks and performance trends;
Risk perspective on the Group and divisional strategic plans;
Risk appetite formulation;

Stress test, ICAAP and ILAAP results and analysis;

Product, sector and country limits;

Risk policies review;

Asset disposal;

On-boarding of risk;

In addition to regular topics, the committees consider ad-hoc papers on current risk topics such as economic
and market developments, political events etc.

Senior Management
Certain roles within the Group are critical as they carry specific responsibilities with respect to Risk
Management. These include:
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3.1.5. Accountability and Authority (continued)

Chief Executive Officer (CEO)

The CEO is accountable for leading the development of the Group’s strategy and business plans in a manner
that is consistent with the approved risk appetite and for managing and organising Executive Management
to ensure these are executed. It is the CEO’s responsibility to manage the Group’s financial and operational
performance within the approved risk appetite.

Chief Risk Officer (CRO)

The CRO leads the RMD across the Group including its subsidiaries. The CRO is responsible for and held
accountable to the execution of the Risk Management Framework and development of risk management
strategies. The CRO is also expected to challenge business strategy and overall risk taking and its risk
governance within the Group and independently bring his findings, where necessary, to the RC.

3.1.6. Risk Identification

The risk identification process is comprised by two simultaneous but complementary approaches for
identification of risks, namely, the top-down and the bottom-up approaches. The top-down process is led by
Senior Management and focuses on identifying the Group’s material risks whilst the bottom-up approach
risks are identified and captured through several methods such as the Risk and Control Self-Assessment
(RCSA) process, incident capture, fraud events, regulatory audits, direct engagement with specialized units
and other. The above risks are compiled during the annual ICAAP process and its quarterly updates and form
the Groups’ material risks.

To ensure a complete and comprehensive identification of risks, the Group has integrated several key
processes into its risk identification process, including:

¢ Annual Financial Plan

e Internal Capital Adequacy Assessment Process (“ICAAP")

e Internal Liquidity Adequacy Assessment Process (“"ILAAP")

e Stress testing

e Regulatory, internal and external reviews and audits

3.1.7. Three Lines of Defence

The Group complies with the regulatory guidelines for corporate governance and has established the "Three
Lines of Defence" model as a framework for effective risk and compliance management and control. The
three lines of defence framework defines the responsibilities in the risk management process ensuring
adequate segregation in the oversight and assurance of risk.
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3.1.7. Three Lines of Defence (continued)

‘ Board of Directors ‘

‘ Board Committees: Risk and Audit ‘

1st Line of Defense 2nd Line of Defense 3rd Line of Defense
Risk Owners Review & Challenge

Risk Universe, Actions to Mitigate Risks, Risk Control Framework, Policy, Monitoring, Training, Internal Audit provides independent
Management; Provision of products/services Assurance, Culture & Strategy; Expertise, support, assurance to the Board and Executive
to clients; managing risks; monitoring and challenge on risk related matters. Management on the design adequacy
and operating effectiveness of the
Group’ s internal control framework,
CED f corporate  governance and  risk
management processes, for
managing significant risks, according
Credit Risk Strategy & to the risk appetite set by the Board

Contro
Management rﬁ;m::ll'f Market of Directors.
Executive Committee 9

Risk Operations

Risk Analyt

REMU & Intermal Audit
Business Support International Division

Lines Functions Operations /
Subsidiaries

Business - Operational Risk Officers

Business — Compliance Officers

First Line of Defence

The first line of defence lies with the functions that own and manage risks as part of their responsibility for
achieving objectives and are responsible for implementing corrective actions to address process and control
deficiencies. It comprises of management and staff of business lines and support functions who are directly
aligned with the delivery of products and/or services.

The first line of defence ensures controls are designed into systems and processes under the guidance of the
second line of defence. Assigned Compliance Officers and Operational Risk Management (ORM) Liaisons
(part of the first line of defence) have the responsibility to pro-actively support Local Management in
managing effectively key compliance risks in their area of business.
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3.1.7. Three Lines of Defence (continued)

Second Line of Defence

The second line of defence includes functions that oversee the compliance of the first line management and
staff with the regulatory framework and risk management principles. It comprises of the RMD, Information
Security and Compliance functions. The second line of defence sets the corporate governance framework of
the Group and establishes policies and guidelines that the business lines and support functions, Group entities
and staff should operate within. The second line of defence also provides support, as well as independent
oversight of the risk profile and risk framework.

Third Line of Defence

The third line of defence is the Internal Audit Division (IA) which provides independent assurance to the
Board and the ExCo on the design adequacy and operating effectiveness of the Group’s internal control
framework, corporate governance and risk management processes (including ESG risks) for the management
of risks according to the risk appetite set by the Board. Findings are communicated to the Board through
the committees and senior management and other key stakeholders, with remediation plans monitored for
progress against agreed completion dates.

The standing authority and responsibility of IA and of the IA Director are defined in the Internal Audit Charter,
which is formed in accordance with the International Standards for the Professional Practice of Internal
Auditing and the requirements of the CBC Directive on Governance and Management Arrangements in Credit
Institutions (“"Governance Directive”) and is approved by the Group Audit Committee.

Risk Management Division (RMD) relation with control functions

Control functions meet at regular intervals in order to assess and propose areas for further enhancement of
cooperation and communication amongst them, as well as for taking advantage of synergies and avoiding
duplication of work.

3.1.8. Risk Management Division (RMD)

The RMD is the business function set up to manage the risk management process of Bank of Cyprus on a
day-to-day basis. The risk management process, to which the RMD is responsible, is integrated into the
Bank’s internal control system. Headed by the CRO, the Division organized into several departments, each
of which is specialized in one or several categories of risks. The organization of the Division reflects the types
of risks inherent in the Group.

The RMD organisational model is structured so that to:

e Ensure that all main risks have proper ownership, management, monitoring and clear reporting.

e Promote proper empowerment in key risk areas that will assist in the creation of a robust risk culture.

e Provide tools and methodologies for risk management to the business units.

e Report losses from risks identified to Executive Management, RC and Board and, where necessary, to
the Regulatory Authorities.

e Collect and monitor Key Risk Indicators (KRIs).

e The management of the Information Security Framework.

e Provide consulting or advisory services or to carry out other special tasks.

RMD is responsible for the risk management across the Group companies.
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3.1.9 Risk Culture

A robust risk culture is a substantial determinant of whether the Group will be able to successfully execute
its chosen strategy within its defined risk appetite. RMD is responsible to ensure that an appropriate firm
wide risk culture is embedded. An action plan towards the implementation of a firm-wide risk culture is in
place across the Group and RMD has a leading role in it. The action plan includes, among other, the
measurement of risk culture, both at bank wide and divisional level, through a specific Risk Culture
Dashboard as well as the communication of a series of topics aiming at re-enforcing risk culture and the
provision of specific training for areas such as credit underwriting and other risk management related topics.

3.1.10. Risk Appetite Framework (RAF)

The objective of the Risk Appetite Framework (RAF) is to set out the level of risk that the Group is willing to
take in pursuit of its strategic objectives, outlying the key principles and rules that govern the risk appetite
setting. It comprises the Risk Appetite Statement (RAS), the associated policies and limits where appropriate,
as well as the roles and responsibilities for the implementation and monitoring of the RAF.

The RAF has been developed in order to be used as a key management tool to better align business strategy
with financial and non-financial targets with risk management, and it should be perceived as the focal point
for all relevant stakeholders within the Group, as well as the supervisory bodies, for the assessment of
whether the undertaken business activities are consistent with the set risk appetite.

The RAF is one of the main elements of the Risk Management Framework which includes, among others,
several frameworks, policies and circulars that address the principal risks of the Group. Separate RAFs are
in place for all active subsidiaries which are subject to each subsidiary’s Board approval.

Risk Appetite Statement (RAS)

The RAS is the articulation, in written form, of the aggregate level and types of risk that the Group is willing
to accept in the course of executing its business objectives and strategy. It includes qualitative statements
as well as quantitative measures expressed relative to capital, liquidity, earnings, funding and other risks.
The RAS considers, among others, the following risks:

Financial Risks Non-Financial Risks

Capital Transaction Processing & Execution Risk
Earnings Compliance Risk

Credit Risk Reputational Risk

Market Risk Legal Risk

Interest Rate Risk in the Banking Book Information Security and Cyber Risk
(IRRBB)

Concentration Risk Technology Risk

Funding & Liquidity Risk Outsourcing/3rd Party Risk
Environmental Business Continuity Risk

Risk Appetite and Capital Plan Interaction

The RAS is subject to an annual review process during the period which the Group’s financial plan as well as
the divisional strategic plans are being devised. The interplay between these processes provides for an
iterative cycle of feedback during which RAS indicators, with minimum regulatory requirements, act as
backstop to the financial plan while for other indicators the financial plan provides input for risk tolerance
setting. Furthermore, every revision of the financial plan is tested to ensure it is within the risk appetite.
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3.1.11. Risk Management Policies

The entire Risk Management Policy universe enables a comprehensive and coherent framework for risk
management linked to the Group’s Risk Appetite. The policies, methodologies and procedures for the Risk
Management Function are reviewed, updated and refined to better reflect market conditions and new
regulatory requirements.

Each policy has a policy owner who is responsible to ensure its application across the Bank and the Group,
provide advice to business units regarding its application, provide training on policy where required and
undertake its annual review of the Policy.

The policies and / or any substantial changes to them are approved by the RC following recommendation by
the ALCO or by the ExCo and are subject to annual review. Each subsidiary is expected to have in place its
own risk policies which will be based on the principles of these Group Risk Policies. All BoC staff should be
aware of the Risk policies.

3.1.12. Risk Measurement and reporting

RMD uses several systems and models to support key business processes and operations, including, stress
testing, credit approvals, financial crime risk management and financial reporting. RMD has established a
model governance and validation framework to help address risks arising from model use.

Additionally, the RMD:

e Maintains a categorization and definitions of risks and terminologies which are used throughout the
Group.

e Collates reports of Key Risk Indicators (KRIs) and other relevant risk information. When limit
violations occur, escalation and reporting procedures are in place.

e Checks that risk information provided by management is complete and accurate and management
has made all reasonable endeavour to identify and assess all key risks .

e Ensures that the risk information submitted to the RC and the Board by RMD and management is
appropriate and enables monitoring and control of all the risks faced by the Group.

e Discloses risk information externally and prepares reports on significant risks in line with internal
and external regulatory requirements.

3.1.13. Recovery Plan

The Group Recovery Plan (RP) is drawn up and maintained by the Group and is required to be updated at
least annually or after a material change to the legal or organisational structure, the Group’s business or
financial situation (which could have a material effect on the RP) or when the competent authority requires
more frequent update.

The Group’s RP:

e Distinguishes between critical and non-critical functions, as well as core and non-core business lines
including major subsidiaries.

e Provides for the governance mechanism, available during recovery emergency situations, which sets
the escalation and decision making process and ensures timely and appropriate action plan during
crisis situations.

e Defines the key recovery and early warning indicators to promptly identify stress situations.

e Includes stress scenarios in order to identify the level of losses in a near default situation.

e Determines specific recovery options that could be implemented to address liquidity and capital
issues arising as a result of stress situations that leverage on the Group’s own resources.

e Includes a communication plan in the event of a crisis.

e Describes the preparatory measures for the operationalisation of the RP in cases of stress.

The Group prepared and submitted to the ECB the updated RP in September 2022 in line with the ECB’s
guidance.
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3.1.14. Stress Testing

Stress testing is a key risk management tool used by the Group to provide insights on behaviour of different
elements of the Group in a crisis scenario and assess Group’s resilience and capital and liquidity adequacy,
through the use of a range of scenarios, based on variations of market, economic and other operating
environment conditions. Stress tests are performed for both internal and regulatory purposes and serve an
important role in:

« Understanding the risk profile of the Group.

« Evaluating whether there is sufficient capital or liquidity adequacy under stressed conditions (ICAAP

and ILAAP) and put in place the appropriate mitigants.

« Evaluating of the Group’s strategy.

» Establishing or revising limits.

» Assisting the Group to understand the events that might push the Group outside its risk appetite.

The Bank carries out stress testing through a combination of bottom up and top-down approaches. Scenario
and sensitivity analysis follow a bottom-up approach, whereas reverse stress testing follows through a top-
down approach.

If the stress testing scenarios reveal vulnerability to a given set of risks, management should make
recommendations to the BoD, through RC, for remedial measures or actions.

The Group’s stress testing programme embraces a range of forward looking stress tests and takes all the
Group’s material risks into account. These key internal exercises include:
« ICAAP stress testing undertaken on an annual basis in support of the Internal Capital Adequacy
Assessment Process. Quarterly ICAAP reviews are also undertaken.
« Annual ILAAP stress testing applied to the funding and liquidity plan to formally assess the Group’s
liquidity risks. Quarterly ILAAP reviews are also undertaken.
+ Ad hoc stress testing as and if required including requests from the regulator.

Other business and risk type specific stress tests
The Market & Liquidity Risk Department performs additional stress tests, which include the following:
« Monthly stress testing for interest rate risk (2% shock on Net Interest Income (NII) and EV).
* Quarterly stress testing for interest rate risk (based on the 6 predefined Basel rate scenarios which
involve flattening, steepening, short down etc. rate shocks).
* Quarterly stress testing on items that are marked to market: impact on profit/loss and reserves is
indicated from changes in interest rates and prices of bonds and equities.
+ Liquidity stress testing on cash flows (one month horizon).

SSM-wide Stress Test / ECB 2022 Climate Risk Stress test

For the year 2022 no SSM-wide Stress Test exercise was required to be performed by the competent
authorities, thus the one performed in 2021 was the last one to be required by the ECB. Instead, for the first
time, ECB launched a supervisory climate risk stress test to assess how well-prepared Banks are for dealing
with financial and economic shocks stemming from climate risk. The exercise aimed to identify vulnerabilities,
best practices and challenges Banks face when managing climate-related risks. The specific exercise was not
a pass or fail exercise, nor it had direct implications for Banks’ capital levels.

The overall results for the Company and the key findings of the ECB’s 2022 Climate Risk Stress Test exercise
were:

Module 1

The institution did not have a climate risk stress test in place at the cut-off date of 31 December 2021 which
was driving the overall score of the Module. The institution is overall still lagging supervisory expectations
and is expected to take any necessary actions, in the light of Expectation 11 of the ECB guide on climate-
related and environmental risks, to develop such a framework.

33



BANK OF CYPRUS HOLDINGS GROUP
Pillar 3 Disclosures 2022

3.1.14. Stress Testing (continued)

Module 2

Module 2 assessed the potential impact of transition risk materialization on the business-model viability. The
Bank’s results signalled a potential impact in line with the rest of participating banks at aggregated level.
Nonetheless, these results combined both a substantially high potential NFC income sensitivity to transition
risk (metric 1) and lower concentration of corporate exposures into carbon-intensive counterparties (metric
2) compared to peers.

Module 3

The results for this module indicated that considering all scenarios together, the Bank is among the most
vulnerable ones to the transition and physical risks. The score was largely driven by the relatively high NPE
ratios reported as starting point (31/12/2020).

The Group will be participating in the 2023 SSM Stress Test as one of the "Other SSM Significant
Institutions”.

The Stress Test was officially launched on 31 January 2023 and is expected to be completed by the end of
July 2023. The exercise will assess EU banks' resilience to an adverse economic shock and inform the 2023
SREP. The stress test results will be used to update each bank’s Pillar 2 Guidance in the context of the
Supervisory Review and Evaluation Process (SREP). Qualitative findings on weaknesses in the Group’s stress
testing practices could also affect Pillar 2 Requirements and inform other supervisory activities.

3.1.15. ICAAP, Pillar IT and SREP
3.1.15.1. ICAAP

The ICAAP is a process whose main objective is to assess the Group’s capital adequacy in relation to the
level of underlying material risks that may arise from pursuing the Group’s strategy or from changes in its
operating environment. More specifically, the ICAAP analyses, assesses and quantifies the Group’s risks,
establishes the current and future capital needs for the material risks identified and assesses the Group’s
absorption capacity under both the baseline scenario and stress testing conditions, aiming to demonstrate
that the Group has sufficient capital, under both the base and stress case scenarios, to support its business
and achieve its strategic objectives as per its Board approved Risk Appetite and Strategy.

The Group undertakes quarterly reviews of its ICAAP results considering the latest actual and forecasted
information. The quarterly review identifies whether the Group has adequate capital levels to withstand
stress conditions. The quarterly ICAAP reviews of 2022 have indicated that the Group has sufficient capital
and available mitigants to support its risk profile, its business and to enable it to meet its regulatory
requirements, both in base and stress conditions.

The 2022 ICAAP is submitted to the Board of Directors through the Risk Committee for review and approval.
The 2022 ICAAP indicated that the Group has sufficient capital and available mitigants to support its risk
profile and its business and to enable it to meet its regulatory requirements, both under a baseline and stress
conditions scenarios.
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3.1.15.2. Pillar II and SREP

The ECB, as part of its supervisory role, has been conducting the SREP and onsite inspections on the Group.
SREP is a holistic assessment, amongst other things, of the Group’s business model, internal governance
and institution-wide control arrangements, risks to capital and adequacy of capital to cover these risks and
risks to liquidity and adequacy of liquidity resources to cover these risks. The objective of the SREP is for the
ECB to form an up-to-date supervisory view of the Group’s risks and viability and to form the basis for
supervisory measures and dialogue with the Group. Additional capital and other requirements could be
imposed on the Group as a result of these supervisory processes, including a revision of the level of Pillar II
add-ons capital requirements as these are a point-in-time assessment and therefore subject to change over
time.

The minimum Pillar I Total Capital (TC) requirement is 8.00% and may be met, in addition to the 4.50%
CET1 requirement, with up to 1.50% by AT1 capital and with up to 2.00% by T2 capital.

The Group is also subject to additional capital requirements for risks which are not covered by the Pillar I
capital requirements (Pillar II add-ons). Applicable Regulation allows a part of the said P2R to be met also
with AT1 and T2 capital and does not require solely the use of CET1.

The Group’s minimum phased in CET1 capital ratio requirement for 2022 was 10.10% (2021: 9.69%),
comprising a 4.50% Pillar I requirement, a 1.83% P2R, the CCB of 2.50%, the O-SII Buffer of 1.25% and
the CcyB of 0.02%.

The Group’s minimum phased in TC ratio requirement for 2022 was 15.03% (2021: 14.50%), comprising an
8.00% Pillar I requirement (of which up to 1.50% could be in the form of AT1 capital and up to 2.00% in the
form of T2 capital), a 3.26% P2R, the CCB of 2.50%, the O-SII buffer of 1.25% and the CcyB of 0.02%.

In the context of the SREP conducted by the ECB in 2022, the Pillar II requirement was set at 3.08%,
compared to previous level of 3.26%. The additional Pillar II requirement add-on of 0.33% relates to ECB's
prudential provisioning expectations as per the 2018 ECB Addendum and subsequent ECB announcements
and press release in July 2018 and August 2019. This component of the Pillar II requirement add-on takes
into consideration Helix 3. It is dynamic and can vary on the basis of in-scope NPEs and level of provisioning.

When disregarding the P2R II add-on relating to ECB’s prudential provisioning expectations, the P2R is
reduced from 3.00% to 2.75%.

Following the annual SREP performed by the ECB in 2022 and based on the SREP decision effective from 1
January 2023, the Group’s minimum phased in CET1 capital ratio for 2023 was set at 10.25% and TC ratio
was set at 15.10%.

The Group’s minimum phased in CET1 capital ratio requirement for 2023 of 10.25% comprises a 4.50% Pillar
I requirement, a P2R of 1.73%, the CCB of 2.50%, the O-SII Buffer of 1.50% (2022: 1.25%) and the CcyB
of 0.02%.

The Group’s minimum phased in TC ratio requirement for 2023 of 15.10%, comprises an 8.00% Pillar I
requirement, a P2R of 3.08%, the CCB of 2.50%, the O-SII Buffer of 1.50% (2022: 1.25%) and the CcyB of
0.02%.

The ECB had also provided non-public guidance for an additional Pillar II CET1 buffer.
The EBA final guidelines on SREP and supervisory stress testing and the Single Supervisory Mechanism’s
(SSM) 2018 SREP methodology provide that own funds held for the purposes of P2G cannot be used to meet

any other capital requirements (Pillar I requirement, P2R or the combined buffer requirement), and therefore
cannot be used twice.

35



BANK OF CYPRUS HOLDINGS GROUP
Pillar 3 Disclosures 2022

3.1.15.2. Pillar ITI and SREP (continued)

Based on the 2021 SREP decision the Company and BOC PCL were under a regulatory prohibition on equity
dividend distribution in 2022, similar to prior years and therefore no dividends were declared or paid during
years 2022 and 2021. This prohibition does not apply if the distributions are made via the issuance of new
ordinary shares to the shareholders which are eligible as Common Equity Tier 1 capital. No prohibition applies
to the payment of coupons on any AT1 capital instruments issued by the Company and BOC PCL.

Following the 2022 SREP decision, effective from 1 January 2023, the equity dividend distribution prohibition
was amended, for both the Company and BOC PCL, so that any dividend distribution, shall be subject to
regulatory approval.

3.2. Risk Management Objectives and Policies
3.2.1. Credit Risk Management

Credit Risk Definition

Credit risk is defined as the current or prospective risk to earnings and capital arising from an obligor’s failure
to meet the terms of any contract (actual, contingent or potential claims both on and off balance sheet) with
the Group or failure to perform as agreed. Within the general definition of credit risk, the Bank identifies and
manages the following types of risk:
. Counterparty credit risk (CCR): the Group’s credit exposure with other counterparties.
Settlement risk: the risk that a counterparty fails to deliver the terms of a contract with the Group.
Issuer risk: the risk to earnings arising from a credit deterioration of an issuer of instruments in which
the Group has invested.
. Concentration risk: the risk that arises from the uneven distribution of exposures to individual
borrowers or by industry, collateral, product, currency, economic sector or geographical regions.
. Country risk: the Group’s credit exposure arising from lending and/or investment or the presence of
the Group to a specific country.

The Group takes a comprehensive approach to risk management with a defined Risk Management Framework
and a specific RAS which is approved annually by the RC and the BoD as indicated in Sections 3.1.2 - 3.1.10.

The Credit Risk Management Department (CRMD) covers a wide range of activities, which commences at the
stage of the assessment of credit risk, continues at the stage of credit risk identification and measurement
through reporting and provisions respectively, and ending up at the workout and collection stage.

There are various tools involved in the management of credit risk, including systems used to measure and
assess customer risk, credit approval limits and structure, lending criteria, monitoring of customer advances
and methods of mitigating risk. In addition, Credit Risk Management is involved in the review of new products
offered by the Bank, the strategies put forward by the various Divisions as well as being involved in key
Group projects such as the automation of the credit submission and approval process.

The functional activities of Credit Risk Management are organised through the following sub-departments,
each of which has distinct responsibilities and covers specific risk areas.
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3.2.1. Credit Risk Management (continued)

Credit Risk Policy (CRP)

The CRP department develops policies, guidelines and approval limits necessary to address the credit risk in
the Group. These documents are reviewed and updated at least annually or earlier if deemed necessary to
reflect any changes in the Group's risk appetite and strategy and the work environment/economy.

The Group has implemented prudent policies and a proactive approach for the monitoring of credit risk.

Corporate & SME Credit Risk (CSCR)

Corporate & SME Credit Risk (CSCR) is responsible for the well-functioning of the main Credit Committees.
The Head of CSCR or his delegates, is delegated to act on behalf of the CRO with the power to veto decisions
in the lower credit committees (Joint CC1/CC2) when the CRO is not present. CSCR appraises all applications
from an independent credit risk perspective and prepares recommendations to Credit Committees with
suggestions to improve credit proposals and mitigate credit risks.

Data Analysis and Provisions department (DA&P)
The DARP is responsible for monitoring the Group's credit portfolio, implementing the credit provisioning
policy and reports on the relevant credit risk metrics.

Shipping Risk

Shipping Risk is a specialised unit, set up to ensure Policy compliance and prepare independent risk
recommendations to CC3 (for Shipping Finance Transactions). Shipping Risk main functions/responsibilities
include:

e Development & review/update on the Shipping Finance Lending Policy and on the Specialized Shipping
Finance Procedures.

e Review of all Shipping Finance Transactions and preparation of a specialised Risk Recommendation for
approval by Credit Committee (CC3).

e Monitoring compliance of financing proposals with Lending policy and identifying deviations & proposing
possible mitigants/improvements.

e Following up of the development of the Shipping portfolio (from a risk point of view), within the Bank’s
risk appetite policy for the Industry.

3.2.1.1 Credit Limits and Process

Regarding credit risk, the Bank sets and monitors Risk Appetite limits. Furthermore, in relation to the credit
granting process, a limit framework is in place where both its structure and its general rules are documented
in the Group’s Lending Policy. The specific limits granted to each approving authority are communicated
through circulars issued by the CRP department.

Approval limits are reviewed at least annually or whenever there is a specific requirement or request. The
structure of the limits takes into account:

e The type and size of each credit facility

The type of borrower

The type-quality and value of the collateral

The security gap

The group exposure

Other credit policy rules

3.2.1.2 Risk Identification, Measurement, Control and Reporting

The Group has adopted methodologies and techniques for risk identification, measurement and reporting of
credit risk. These methodologies are revised and modified whenever deemed necessary to reflect changes
in the financial environment and adjusted to be in line with the Group’s overall strategy and its short-term
and long-term objectives.
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3.2.1.2. Risk Identification, Measurement, Control and Reporting (continued)
Management, monitoring and control of customer advances

Monitoring of credit quality
The Group dedicates considerable resources to assess credit risk and to correctly reflect the value of the
assets on its balance sheet in accordance with regulatory and accounting guidelines. This process can be
summarised in the following stages:

e Analysing performance and asset quality

e Measuring exposures and concentrations

e Raising allowances for impairment

Post-approval monitoring is in place to ensure adherence to both, terms and conditions set in the approval

process and Credit Risk policies and procedures. Such monitoring includes:

- Quality assurance and sample testing to analyse and report adherence to the main pillars of various
Credit Risk policies, relating, among others, to assessment of the repayment ability and sensitivity
analysis on borrowers’ repayment ability, data quality checks and whether deviations/exceptions from
policies are properly justified and approved.

- Quantitative analysis of existing bank’s portfolio relating to:

o Performing exposures & early warning indicators: arrears, excesses, accounts with no limits,
undisbursed loan balance, customers marked as high risk.

o Non-performing & forborne exposures: Daily and monthly exit and entry, problematic restructurings,
performance post restructurings and expected NP and forbearance exit dates.

o New lending analysis.

o Portfolio analysis by sector/industry/other characteristics.

A key aspect of credit risk is credit risk concentration which is defined as the risk that arises from the uneven
distribution of exposures to individual borrowers, specific industry or economic sectors, geographical regions,
product type or currencies. The monitoring and control of concentration risk is achieved by limit setting (e.g.
sector and name limits) and reporting them to senior management.

It is noted that within Risk Management a separate department is in place, the Credit Risk Control &
Monitoring Department, that independently reports to the CRO and is tasked with carrying both a control
and a monitoring function in relation to credit risk.

Collateral revaluations

Credit Risk Control & Monitoring produces a comprehensive report, on a monthly basis, of all mortgaged
properties that require revaluation, broken down per unit and per banker. This report is communicated to
the responsible business line directors in order to take necessary actions to minimise the number of
mortgaged property revaluations that are overdue. In addition, mortgaged collateral is monitored through
the relevant CBC property indices (Central Bank Commercial and Residential Property indices). Indexed
values of mortgaged properties have been incorporated in the customer’s collateral report, so that credit
officers can take the appropriate action when submitting an application for credit/restructuring.

Borrowers’ audited financial statements

Risk Solutions & Model Risk Management monitors the submission of borrowers’ audited financial statements
as well as management accounts on a quarterly basis by preparing an analysis of all pending financial
statements. This report is communicated to the line directors so that the appropriate corrective measures
are taken.

Internal Audit

The Internal Audit department conducts, on a periodic basis, compliance audits in order to determine that
credit activities and in particular approval authorities are in compliance with the Bank’s credit policies and
procedures and to ensure that approved credits are authorised within the established guidelines and limits.
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3.2.1.2. Risk Identification, Measurement, Control and Reporting (continued)

Concentration
The Data Analysis & Provisions Unit actively monitors on a monthly basis the concentration limits set and
reports these to the senior management through the monthly Risk Report.

New products/services

The Group'’s products and services have an inherent credit risk, therefore Credit Risk Management is in close
cooperation with other departments (e.g. Retail) and examines all new, expanded or modified products and
services from a credit risk perspective; that is, whether the new product satisfies the Group’s RAS, its
characteristics are according to the credit policy and the financial analysis includes all related risks.

Portfolio Quality Indicators/KPIs

Monitoring closely the quality/performance of the Group’s client portfolio is of great importance. Sound credit
monitoring practices can help the Group detect early signs of credit deterioration and thus take promptly
remedial action to minimise losses. Monitoring is done both on a single loan/customer level/customer group
(where applicable) and on an overall portfolio level.

Customer Reviews

Frequent reviews of customer facilities depending on the risk level and customer exposure in adherence with
the relevant CBC Directive on Credit Granting and Review Processes. In general, legal entities are reviewed
on an annual basis while physical entities every three years (except for exposures over €300 thousand which
are reviewed every two years). The Bank has also introduced an automated process for the review of both
physical and legal entities, based on specific criteria and thresholds set by CRM.

3.2.1.3 Credit Risk with Correspondent Banks and Countries

The Market & Liquidity Risk Department (MLR) is responsible for the credit risk, with correspondent banks
and countries. CCR is discussed in Section 7 and Country risk is analysed below.

Country Risk

Country Risk refers to the possibility that sovereign borrowers of a particular country may be unable or
unwilling to fulfil their foreign obligations for reasons beyond the usual risks which arise in relation to all
lenders.

Country risk affects the Group via its operation in other countries and also via investments in other countries
(Money Market (MM) placements, bonds, shares, derivatives, etc.). In addition, the Group is indirectly
affected by credit facilities provided to customers for their international operations or due to collateral in
other countries.

In this respect, country risk is considered in the risk assessment of all exposures, both on-balance sheet and
off-balance sheet.

Risk Reporting and measurement system for Country Risk

On a quarterly basis, country exposures compared to country limits and reported to ALCO. The BoD, through
its RC is also informed on a regular basis and at least annually, on any limit breaches. Country risk is
monitoring at the level of the below transactions, on an aggregate basis.

Treasury transactions: relate to investments in bonds, MM placements, FX and derivative transactions.
Lending: All loans given to or guaranteed by residents of a country are taken into account, except those
loans where the customer also holds a deposit with the Group with a clear right of set-off. In the case
where a loan is granted to a resident of one country and the collateral is in another country, these loans
are included as exposures to both countries.

Commercial transactions: relate to letters of credit, letters of guarantee or other similar products.
Committed lines of credit are also taken into account.
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3.2.1.3. Credit Risk with Correspondent Banks and Countries (continued)

Properties owned by the Bank.
e Investments in branches/subsidiaries abroad: relate to the carrying value of branch/subsidiary’s net
assets, plus any funding provided by the Bank to the branch/subsidiary.

The country limits are allocated based on the CET1 capital of the Group, the country's credit rating and
internal scoring.

The internal scoring is based on the assessment of economic and political parameters specific to each
country.

In addition to the above, other factors are also taken into account before setting any limits, such as the:
e Strategy of the Group in respect of its international activities.

Group’s Risk Appetite Statement.

Perceived business opportunities in a country.

Risk/reward ratio of an investment.

The Group’s capital base.

The needs of the several units of the bank (i.e. Treasury, Business lines).

All limits are reviewed at regular intervals (at least once per year) and approved by the BoD through the RC.
All policy documents relating to country and counterparty risk are approved by the RC at least once a year.

MLR monitors the Treasury country limits on a daily basis. Any excesses are reported to CRO, ALCO and/or
RC, depending on the size of the breach.

MLR may reduce the limits already approved by the BoD if market conditions deteriorate.
3.2.1.4 Policies for Credit Risk Mitigation (CRM)

CRM is implemented through a number of policies, procedures, guidelines circulars and limits, such as:

Sanctioning limits

Relevant circulars and guidelines are in place that provides limits and parameters for the approval of credit
applications and related credit limits as well as parameters. The Group currently has credit committees (Joint
CC1/CC2 and CC3), for the approval of customer applications submitted through Corporate and SME Credit
Risk. Credit Committees comprise of members from various Group divisions outside Risk Management, to
ensure independence of opinion and need to comply with specific eligibility criteria which are monitored by
the Credit Risk Control and Monitoring (CRC&M) to ensure they are adhered to. For restructuring and
recoveries cases, applications are submitted for approval to the Restructuring and Recoveries Committee
(RRQ).

Applications falling outside the approval limits of these credit committees are submitted to the RC or the
BoD, depending on the total exposure of the customer group. In addition, approval limits have been granted
to lower authority levels (unit managers and Credit Sanctioning Retail & SME which examines applications
below the credit committees’ approval level).

Lending Policy

This is the main credit risk policy of the Group which includes collateral, customer and facility types, lending
criteria, repayment ability calculation and loan-to-value rules. Deviations, Specialised Lending, Leveraged
Transactions and Restructuring and Forbearance Policies, discussed below, have also been incorporated in
the Bank’s Lending Policy. The Lending Policy establishes the framework for safe and prudent banking and
provides guidelines regarding the lending functions and how to maintain sound credit - granting standards.

40



BANK OF CYPRUS HOLDINGS GROUP
Pillar 3 Disclosures 2022

3.2.1.4. Policies for Credit Risk Mitigation (CRM) (continued)

The key credit risk principles of the Bank’s Lending Policy are:

e Repayment ability: The financial capacity of the customer to service and repay financial
commitments is the primary factor in the decision-making process. Collateral is considered as a
secondary source of repayment in cases of customer default.

e Adherence to regulatory framework / Compliance: Obligation to adhere to the terms and provisions
set by the regulatory and legislative authorities (Government, CBC, ECB etc.), as well as to the
relevant regulatory guidelines and requirements, internal codes of conduct, policies and procedures
eg Anti-Money Laundering.

e Portfolio quality: Ability to achieve the highest possible shareholders’ return through proper effective
pricing/ profitability, while maintaining an acceptable risk profile.

Restructuring policy / guidelines for private individuals and legal entities
The purpose of the Restructuring Policy is to create efficient and effective strategies, policies, structures,
procedures and mechanisms for the management of arrears and the attainment of fair and sustainable
restructurings of credit facilities of borrowers with financial difficulties. It includes:

e Definition of restructuring and forbearance.

e General principles and guidelines for viable restructurings.

e Description of different restructuring solutions that are available (traditional and specialised).

Specialised Lending

Specialised lending exposures possess unique risk characteristics; in particular given the source of
repayment, specialised lending exposures exhibit higher risk volatility than other corporate exposures, and
therefore in times of distress, Credit Institutions are likely to be faced with both high default rates and high
loss rates. Therefore, because of their inherent high risk, all credit decisions regarding specialised lending
exposures are made after careful consideration of a number of factors, such as financial strength, political
and legal environment, transaction and/or asset characteristics, strength of the sponsor and developer and
security package.

Leveraged Transactions
This covers the requirements related to the corresponding ECB Guidance (Guidance on Leveraged
Transactions - May 2017). A Leveraged Transaction is any transaction that meets at least one of the
conditions below:
e All types of loan or credit exposure, where the borrower’s post-financing level of leverage exceeds
a Total Debt to EBITDA ratio of 4.0 times;
e All types of loan or credit exposures where the borrower is owned by one or more financial sponsors.

Transactions identified as leveraged are subject to more strict scrutiny and approval at higher authority
levels. Concentration limits for exposures flagged as leveraged are in place in the Bank’s Concentration Risk
Policy.

Deviations

Credit facilities that do not align/comply with the general provisions of credit risk policies, can be approved
for exceptional cases by the Bank’s higher approving authorities only to the extent that they are justified
and provided such deviation does not result in breach of relevant laws / regulations / directives.

Asset acquisition and disposal policy for Debt Settlement
This Policy sets out the guidelines and limits, for the acquisition of assets for debt settlement and for the
disposal of assets that were acquired by the Bank for debt settlement.

Write-off policy

This policy sets out the procedures, authorities, required documentation and governance for the write-offs
(contractual) and accounting set-offs (non-contractual) that are carried out by the Bank. CRC&M performs
sample checks on applications approved with write-offs to ensure adherence to policies and limits.
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3.2.1.4. Policies for Credit Risk Mitigation (CRM) (continued)

Concentration Risk Policy

Covers name, sector, product, geographical, counterparty, currency, collateral, shadow banking, leveraged
transactions, CRAM loans, funding source and derivative concentration. Regarding collateral, limits are
imposed on shares/marketable securities. The policy as well as the concentration limits are aligned with the
risk bearing capacity of the Group.

Valuation policy
This policy sets the guidelines on how collaterals obtained as security by the Bank are valued at origination
and how such value is monitored and reviewed at regular intervals, to ensure that:
* Valuation risk is prevented and deterred and, where it does occur, it is addressed in a timely and
expeditious manner.
* Collaterals provide adequate coverage for the credit facilities granted by the Bank and provide an
accurate picture of the value of collateral in case of enforceability, provisioning, or capital
calculations.

Emphasis is placed on the valuations of mortgaged property which accounts for the great majority of the
Group’s collateral for credit facilities.

Credit Risk Monitoring policy

The Credit Risk Monitoring policy addresses the Bank’s commitment to monitor the implementation of Credit
Risk policies and procedures in collaboration with quality and efficiency. Various actions are performed both
by RMD and Business Lines to ensure the implementation of the policy and reports are produced presenting
results of compliance. Monitoring actions and procedures and the resulting reports produced are described
in detail in the Credit Risk Monitoring policy.

3.2.1.5 Measurement and Assessment - Systems

The effective management of the Group’s credit risk is achieved through a combination of training and
specialisation as well as appropriate credit risk assessment systems. The Group aims to continuously upgrade
its systems and models used in assessing the creditworthiness of Group customers.

Credit Scoring Systems

Retail (In-house Python solution)

The Bank maintains in-house credit scoring systems for new customers through Application Scorecards
providing real time score. For existing customers, the Bank uses, amongst others, behavioural scoring which
takes into account factors such as the conduct of existing accounts and whether the customer has been in
arrears, has consumed their overdraft limits, etc.

Small Medium Enterprises (SMEs) and Corporates (Credit Rating Models — Moody’s Credit Lens Risk Analyst)
Moody’s Credit Lens Risk Analyst is a system used to set the basis for consistent and accurate credit risk
analysis on commercial borrowers by collecting, analysing and storing financial statement and
qualitative/judgmental data.

This credit scoring system calculates the following customer ratings/scores:

e The financial index (based on Moody's Credit Lens Risk Analyst): The assessment of the financial
position of the customers is performed based on recent audited financial statements as well as
management accounts, assessing performance with respect to operational efficiency, liquidity, debt
service and capital structure. This index is used for assessing financial position/credit worthiness of
business/corporate customers.

e The borrower rating: The assessment of the customers’ credit worthiness is performed taking into
account the financial index, the customer behaviour with the Bank, the management of the enterprise
and sectorial risks, as well as the liquidity and capital structure of the business.
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3.2.1.5. Measurement and Assessment - Systems (continued)

Shipping exposures - scorecards

The Bank has developed a customised scorecard for rating shipping exposures. The score that is produced
is based on assessment of both the customer and the underlying object (vessel). Some of the drivers of the
assessment are current fleet gearing, projected interest coverage, management experience, diversification
outside of shipping for the customer and current brake even coverage, projected brake even coverage,
geographic diversification, quality of security vessel for the project, etc.

Special Purpose Vehicle exposures

The Bank has developed a scorecard for rating special purpose vehicles. The scorecard is based on an expert
judgement approach with the main drivers being financial ratios that indicate borrower’s ability to repay,
asset/transaction characteristics, strength of sponsor and security package such as the nature of lien etc.

Project Finance exposures

The Bank also developed a project finance scorecard, also based on an expert judgment approach. The main
drivers of the scorecard are the financial ratios that indicate borrower’s ability to repay, asset/transaction
characteristics and security package such as assignment of contracts and accounts, lender’s control over
cash flow etc.

3.2.2. Market Risk Management

Market Risk is defined as the current or prospective risk to earnings and capital arising from adverse
movements in the prices of interest rate instruments, foreign exchange and from any other changes in
market prices. The main types of market risk to which the Bank is exposed to, are listed below:

a. Interest Rate Risk (IRR);

b. FXrisk;

c. Securities price risk (bonds, equities)

d. Properties risk;

Each of the risks is defined and further analysed in the subsections below.

3.2.2.1. Interest Rate Risk in the Banking Book

Definition

Interest rate risk in the banking book ("IRRBB”) is the current or prospective risk to both the earnings and
capital of the Bank as a result of adverse movements in interest rates. The four components of Interest rate
risk are: repricing risk, yield curve risk, basis risk and option risk. Repricing risk is the risk of loss of net
interest income or economic value as a result of timing mismatch in the repricing of assets, liabilities and
off-balance sheet items. Yield curve risk arises from changes in the slope and the shape of the yield curve.
Basis risk is the risk of loss of net interest income or economic value as a result of imperfect correlation
between two different variable reference rates. Option risk arises from options, including embedded options,
e.g. consumers redeeming fixed rate products when market rates change.

The Bank does not operate any trading book and thus all interest rate exposure arises from the banking
book.

Limits
In order to control the interest rate risk, there is a one year limit on the maximum reduction of the net

interest income. Limits are set as a percentage of CET1 capital and as a percentage of the Group net interest
income (when positive). There are also different limits for Euro and USD which are the material currencies.

It is noted that all efforts take place to avoid limit breaches. Any breaches are reported following the
escalation process depending on the limit breach.

43



BANK OF CYPRUS HOLDINGS GROUP
Pillar 3 Disclosures 2022

3.2.2.1. Interest Rate Risk in the Banking Book (continued)

Breaches, upon identification, are immediately reported to the relevant authority. Mitigating actions are
taken unless ALCO recommends to the Risk Committee that it is not beneficial to proceed with hedging
alternatives.

Management

Treasury is responsible for managing the Interest Rate exposure of BOC Group. Corrective actions, mitigating
strategies, are taken by Treasury with a view of minimizing the risk exposure and in any event to restrict
exposure within limits (unless an ALCO/Board Risk Committee approval is obtained).

Corrective actions include:

a. on balance sheet solutions i.e. purchase of fixed rate assets, introduction of new customer accounts with
the desired characteristics etc, and

b. the use of derivatives, e.g. interest rate swaps or interest rate options.

Monitoring
Interest Rate Gap report for EUR is reported to the ALCO on a monthly basis.

ANII, and AEVE under the various internally developed interest rate shock scenarios assuming static balance
sheet are calculated on a monthly basis. They are compared to limits for compliance and they are reported
to the ALCO for information purposes (irrespective of whether there is a breach or not). Board RC is also
informed on the Bank’s IRRBB on a monthly basis.

The ANII and AEVE under the various BCBS/EBA scenarios also take into account the risk from future
business (dynamic balances sheet) and they are calculated and sent for review and information to the ALCO
on a quarterly basis. An internal limit has been set for the AEVE under these scenarios.

The ANII and AEVE for EUR under 1bp change in rates (PV1bp) is also reported for information purposes to
ALCO on a monthly basis.

The ANII and AEVE under Stress Testing is performed and presented to ALCO on an annual basis. The results
are not compared to any limits.

3.2.2.2. Currency Risk

Definition
Currency/FX risk is the risk that the fair value of future cash flows of a financial instrument will fluctuate
because of changes in foreign exchange rates.

Limits

In order to limit the risk of loss from adverse fluctuations in exchange rates, overall Intraday and Overnight
open currency position limits have been set. These limits are small compared to the maximum permissible
by the CBC. Internal limits serve as a trigger to the management for avoiding regulatory limit breaches.

Due to the fact that there is no FX Trading Book, VaR (Value at Risk) is calculated on a monthly basis on the
position reported to CBC.

Intraday Overnight
2022 € million € million
Cyprus 20 20 (10 per currency)
Total 20 20 (10 per currency)
2021
Cyprus 20 20 (10 per currency)
Total 20 20 (10 per currency)
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3.2.2.2. Currency Risk (continued)

Management

The Treasury is responsible for managing the FX Open position of BOC PCL emanating from its balance sheet.
The FX position emanating from customer transactions is managed by the Treasury Sales Unit of Global
Markets & Treasury Sales Department. Treasury also performs the hedging for the FX open positions of the
foreign non-Banking units of the Group.

Change in Impact on profit/(loss) Impact

2022 foreign exchange rate after tax on equity
% € 000 € 000

US Dollar +10 219 -
Russian Rouble +70 14 1,078
Romanian Lei +10 - (6)
Swiss Franc +10 (1) -
British Pound +10 12 -
Japanese Yen +10 - -
Other currencies +10 9 -
Us Dollar -10 (179) -
Russian Rouble -40 (2) (132)
Romanian Lei -10 - 5
Swiss Franc -20 1 -
British Pound -10 (10) -
Japanese Yen -10 - -
Other currencies -10 (7) -

Change in Impact on profit/(loss) Impact
2021 foreign exchange rate after tax on equity

% € 000 € 000

US Dollar +10 (21) -
Russian Rouble +25 (1) (235)
Romanian Lei +10 - 34
Swiss Franc +5 299 -
British Pound +10 (323) -
Japanese Yen +10 52 -
Other currencies +10 136 -
US Dollar -10 17 -
Russian Rouble -25 - 141
Romanian Lei -10 - (28)
Swiss Franc -5 (270) -
British Pound -10 265 -
Japanese Yen -10 (42) -
Other currencies -10 (111) -

3.2.2.3. Equity Risk

Definition
The risk of loss from changes in the price of equity securities arises when there is an unfavourable change
in the prices of equity securities held by the Group as investments.

Management and Monitoring

The Group has an equity and fund portfolio in its books. The policy is to manage the current equity portfolio
with the intention to run it down by selling all positions for which there is a market. No new purchases of
equities are allowed without ALCO approval. Nevertheless, new equities may be obtained from repossessions
of collateral for loans.
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3.2.2.3. Equity Risk (continued)

Analysis of equity and fund holdings are reported to ALCO on a quarterly basis. Board Risk Committee is
also updated.

Impact on profit/

loss before tax Impact on equity

Change in index

2022 % €000 €000

Cyprus Stock Exchange +50 1 1,383
Athens Exchange +34 286 -
New York Exchange +23 1,394 -
Other stock exchanges and unlisted +66 2 2,569
Non-listed (Real Estate) +25 - 1,735
Cyprus Stock Exchange -33 (1) (913)
Athens Exchange -45 (379) -
New York Exchange -28 (1,697) -
Other stock exchanges and unlisted -59 (2) (2,296)
Non-listed (Real Estate) -10 - (694)

Impact on profit/

Im t on it
loss before tax pact on equity

Change in index

2021 % € 000 €000

Cyprus Stock Exchange +20 - 645
Athens Exchange +30 257 -
New York Exchange +20 1,626 -
Other stock exchanges and unlisted +65 46 3,721
Non-listed (Real Estate) +25 - 1,666
Cyprus Stock Exchange -25 (1) (806)
Athens Exchange -35 (300) -
New York Exchange -25 (2,033) -
Other stock exchanges and unlisted -80 (57) (4,579)
Non-listed (Real Estate) -10 - (666)

3.2.2.4. Debt Securities Price Risk

Definition

Debt securities price risk is the risk of loss as a result of adverse changes in the prices of debt securities held
by the Group. Debt security prices change as the credit risk of the issuers change and/or as the interest
rate changes for fixed rate securities.

The Group invests a significant part of its liquid assets in debt securities. Changes in the prices of debt
securities classified as investments at FVPL, affect the profit or loss of the Group, whereas changes in the
value of debt securities classified as FVOCI affect directly the equity of the Group. Debt securities classified
as ‘Hold to collect’ (HTC) are held at amortised cost.

Limits

Debt security investment limits are in place. These limits include RAS limits on counterparty concentrations
and acceptable market losses, Credit Limits, Investment Concentration Limits and Bond guidelines. Market
and Liquidity Risk is responsible for setting and calibrating bond related limits.

Management

The debt security portfolio is managed by Group Treasury and governed by the Bond Investment Policy.
Treasury continuously monitors markets and the bond positions and takes any necessary act. The annual
bond investment strategy is proposed by Treasury and approved by ALCO. Treasury proceeds with bond
investment amounts in accordance to the approved strategy ensuring that the portfolio remains within the
bond investment policy and limits and parameters set in the various policies and frameworks.
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3.2.2.4. Debt Securities Price Risk (continued)

Monitoring
Market and Liquidity Risk is primarily responsible for debt securities limit monitoring. Limit monitoring is
performed on a daily basis. Any breaches are reported following the escalation process depending on the
limit breach.

2022

Impact on profit/ loss

Impact on equity

before tax
Change in market prices € 000 € 000
Up Scenario
Aa3 and above rated bonds 3,621 4,192
A3 and above rated bonds 1,733 3,324
Baal and below rated bonds 7 2,467
Cyprus Government bonds - 34,179
Down Scenario
Aa3 and above rated bonds (3,621) (4,192)
A3 and above rated bonds (1,733) (3,324)
Baal and below rated bonds (7) (2,467)
Cyprus Government bonds - (34,179)

2021

Impact on profit/ loss

Impact on equity

before tax
Change in market prices € 000 € 000
Up Scenario
Aa3 and above rated bonds 2,383 4,093
A3 and above rated bonds 2,722 2,627
Baa3 and above rated bonds 31 4,183
Cyprus Government bonds - 22,758
Down Scenario
Aa3 and above rated bonds (2,383) (4,093)
A3 and above rated bonds (2,722) (2,627)
Baa3 and above rated bonds (31) (4,183)
Cyprus Government bonds - (22,758)

Other non-equity instruments price risk

The table below shows the impact on the profit/loss before tax and on equity of the Group from a change in
the price of other non-equity investments held, as a result of reasonably possible changes in the relevant
stock exchange indices.

Impact on profit/

Change in index loss before tax

Impact on equity

2022 % €000 € 000

Other (non-equity instruments) +23 2,063 -
Other (non-equity instruments) -28 (2,511) -
2021

Other (non-equity instruments) +20 1,107 -
Other (non-equity instruments) -25 (1,384) -
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3.2.2.5. Property Risk

Definition
Property price risk is the risk that the value of property will decrease, either as a result of:
e Changes in the demand for, and prices of, Cypriot real estate; or
e Regulatory requests which may increase the capital requirement of stocks of properties

The Group is exposed to the risk on changes in the fair value of property which is held either for own use or,
as stock of property or as investment property. Stock of property is predominately acquired in exchange of
debt and is intended to be disposed of in line with the Group’s strategy.

Management and Monitoring
The Group has in place a number of actions to manage and monitor the exposure to property risk as indicated
below:

e It has set up a specialized division to manage the repossessed portfolio (REMU) including employing
appropriate disposal strategies.

e It has placed great emphasis in the efficient and quick disposal of on-boarded properties and in the
close monitoring and reporting. RAS indicators and other KPIs are in place monitoring REMU
properties in terms of value and sales levels.

e It assesses and quantifies property risk as one of the material risks ICAAP purposes under both the
normative and economic perspective.

e It monitors the changes in the market value of the collateral and, where necessary, requests the
pledging of additional collateral in accordance with the relevant agreement.

e As part of the Group’s provisioning process, assumptions are made about the future changes in
property values, as well as the timing for the realisation of collateral, taxes and expenses on the
repossession and subsequent sale of the collateral as well as any other applicable haircuts.

e For the valuation of properties owned by the Group judgement is exercised which takes into account
all available reference points, such as expert valuation reports, current market conditions and
application of appropriate illiquidity haircuts where relevant.

Market and Liquidity Risk is primarily responsible for REMU property limit monitoring. Limit monitoring is
performed on a monthly basis. Any breaches are reported following the escalation process depending on the
limit breach.

3.2.3. Liquidity Risk and Funding

Definition

Liquidity risk is the risk that the Group is unable to fully or promptly meet current and future payment
obligations as and when they fall due. This risk includes the possibility that the Group may have to raise
funding at high cost or sell assets at a discount to fully and promptly satisfy its obligations.

Funding risk is the risk that the Group does not have sufficiently stable sources of funding or access to
sources of funding may not always be available and thus the Group may fail to meet its obligations, including
regulatory obligations (e.g. MREL).

Governance and Oversight

Every year, with the completion and approval of ILAAP, the BoD signs the Liquidity Adequacy Statement
(LAS) which is sent to the ECB as part of ILAAP. Last year’s LAS states among others that ‘The Bank has a
sound Liquidity Risk Management Framework with a Risk Appetite and Liquidity Policy. Processes, methods,
systems and controls are in place which enable the Bank to identify measure, manage and monitor liquidity
risk. This ensures that the Bank maintains liquidity resources which are adequate to ensure its ability to
meet obligations as they fall due under ordinary and stressed conditions’.

The BoD approves the strategy and significant policies related to the management of liquidity. The BoD

ensures that senior management takes the steps necessary to monitor and control liquidity risk and provides
adequate reporting regarding liquidity.
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3.2.3 Liquidity Risk and Funding (continued)

The BoD reviews the Liquidity Policy, at least annually, to take account of changing operating circumstances.
Every month, the MLR submits the liquidity reports to the RC. While the BoD has the ultimate responsibility
for liquidity management, ALCO is appointed to ensure the timely and effective implementation of the
liquidity policy.

ALCO is responsible for setting the policies for the effective management and monitoring of liquidity across
the Group.

Treasury is responsible for liquidity management, to ensure compliance with internal and regulatory liquidity
policies and provide direction as to the actions to be taken regarding liquidity needs.

Liquidity is also monitored by the Market & Liquidity Risk Department, which is an independent department
responsible to monitor compliance, with both internal policies and limits including RAS, and with the limits
set by the regulatory authorities. Market & Liquidity Risk reports to ALCO and Board RC the liquidity position,
at least monthly. It also provides the results of various stress tests to ALCO and Board RC on a quarterly
basis. In the case of a breach, the escalation process is commenced.

Market & Liquidity Risk runs liquidity stress test scenarios on a regular basis. The potential impact is
estimated ensuring that there is sufficient liquidity buffer and contingent liquidity to cover needs under
stressed conditions. The combined stress scenario is the longest and most severe liquidity scenario
performed by the bank.

The designing of the stress tests follows best practices. The stress test assumptions are reviewed and
approved at least annually.

As part of the Group’s procedures for monitoring and managing liquidity risk, there is an approved Liquidity
Contingency Plan (LCP) for handling liquidity difficulties. The LCP details the steps to be taken in the event
liquidity problems arise, which escalate to a special meeting of the extended ALCO. The LCP sets out the
members of this Committee and a series of possible actions that can be taken.

All regulatory limit breaches with the recommended remedy are reported to the ALCO and RC. A number of
mitigating actions exist that are analysed in the Group Recovery Plan, the Liquidity Policy and the Group
LCP.

Following the deleveraging of the Bank and the disposal of all its foreign units, the Group’s main operations
comprise the BOC banking unit. The rest of the other local units (the insurance companies, JCC and CISCO)
are immaterial in size and they manage their liquidity independently.

Risk Reporting and measurement system

The Bank has an automated daily/monthly/quarterly reporting process for liquidity and funding in place. The
system utilised covers for (@) internal reporting and stress testing and (b) regulatory reporting. The system
is constantly enhanced to cover the increasingly demanding needs stemming from both internal and external
requirements. This tool enables the Bank to increase efficiency and effectiveness of liquidity monitoring.
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3.2.4. Operational Risk Management (ORM)
3.2.4.1. Definition and Structure

Operational risk is defined as the risk of direct or indirect impact/loss resulting from inadequate or failed
internal processes, people, and systems or from external events. This definition includes compliance and
legal risk.

The Group uses a broader scope when defining operational risk (to include other important risks such as
reputational risks), for the purposes of its ORM Framework. As such, operational risk encompasses the
following risks (which are reflected by the Level 1 categories of the Bank’s Risk Taxonomy):

¢ Regulatory/Conduct risk

¢ Financial Crime and Sanctions Compliance risk
e Internal Fraud risk

e External Fraud risk

People risk

Business Continuity risks

Information Security risk (including Cyber risk)
Technology risk

Data accuracy and data integrity risk

Physical security and safety risk

Model risk

Legal risk

Third-party risk

Statutory Reporting and Tax Risk

Transaction processing and execution

Project risk

¢ Reputational risk

Operational regulatory risk policies and procedures contribute to the management of these risks, some of which
are also directly managed by specialised departments, i.e. Information Security Department, Group Compliance
and Legal Services. The ORM Department is responsible to embed explicit and robust ORM practices into all areas
of the business process from the initial design of the Bank’s business strategy to the sale of services and products
to its customers.
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3.2.4.1 Definition and Structure (continued)

This is achieved by implementing a sound, coherent and comprehensive framework for the identification,
assessment, monitoring and control of operational risk within the Bank (Section 3.2.2.2) that improves the service
provided to customers, the Bank’s productivity and cost effectiveness and which ultimately protects shareholder
value. ORM also ensures that the level of operational risk faced by the Bank is consistent with the BoD’s overall
risk appetite and corporate objectives.

ORMD Structure

Manager
Operational Risk

Management &
Outsourcing Officer

(Operational Risk Policyjll Head Operational Risk Head Fraud Risk Head Business Continuity Head Third Party Risk
& Governance Advisor Management Management Risk Management Management

: Operational : Fraud Risk Business
e ed Bl B cority
Analyst yst Analyst

Risk Analyst
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3.2.4.1 Definition and Structure (continued)

Operational Risk Management Unit
The Operational Risk Management unit is responsible -inter alia - for:

Providing direction to the first line of defence through policy, education, tools and training.
Developing and maintaining a framework and supporting policies for the management of
operational risks, to ensure timely and effective identification, assessment, monitoring, control and
mitigation of operational risks, as well as, alignment with regulatory requirements.

Exercising oversight and challenge to the process of identification and assessment of operational
risk and the necessary follow-up for remedial actions, including the operational risk for new
products, services, or implementation of new systems, or processes.

Business Continuity Risk Management Unit

The Business Continuity Risk Management unit is responsible to maintain a comprehensive Business
Continuity Management Policy and establish an automated System which follows best practice and
the relevant ISO standard requirements (“ISO 22301 - Business Continuity Management”).
Business continuity risks are managed to ensure that the Group has business resiliency and
continuity plans in place and is able to operate on an on-going basis and limit losses in the event of
severe business disruption. To this effect, an IT Disaster Recovery (DR) plan is maintained and is
annually reviewed and tested. The Business Continuity Management Framework includes incident
and crisis response plans and procedures.

Fraud Risk Management Unit
The Fraud Risk Management unit is responsible for:

Co-ordinating the Group’s approach to Fraud Risk management.

Developing and maintaining the framework, supporting policies and procedures for the management
of internal and external fraud risks.

Promoting and adopting automated Alert based systems, data analytics tools and controls for the
prevention and detection of external and internal fraud.

Establishing comprehensive Fraud Incident Response plan(s) across the Bank to ensure effective and
timely management of external and internal fraud incidents.

Performing Fraud Risk Assessments on business activities and processes for the timely identification
and monitoring of fraud risks across Group.

Ensuring that divisions and business departments have sound processes for identifying new and
emerging fraud risks.

Assessing new regulations or amendments with regards to fraud related issues and performing
regulatory gap analysis in cooperation with Compliance division and other related stakeholders.
Providing direction through policy, education, tools and training.

Third-Party Risk Management (TPRM) Unit
The TPRM unit is responsible for:

Co-ordinating the Group’s approach to Third Party Risk management.

Developing and maintaining the framework, supporting policies and procedures for the management
of Third Party risks.

Assessing new regulations or amendments with regards to outsourcing related issues and performing
regulatory gap analysis in cooperation with Compliance division and other related stakeholders.
Assessing arrangements qualified as outsourcing, strategic or intragroup (based on the CBC's
Directive to Credit Institutions on Governance and Management Arrangements 2021).

Performing risk assessments for all aforementioned types of arrangements of the Group, in
coordination with the other control functions.

Providing direction through policy, education, tools and training.
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3.2.4.2. Management and Control of Operational Risk

The following diagram summarises the ORM Framework and its components:

1. CULTURE AND VALUES (CODE OF ETHICS/CODE OF CONDUCT)

2. GOVERNANCE AND ESCALATION

7. RISK CONTROL ASSESSMENT (RCA)/
RISK & CONTROL SELF-ASSESSMENT
5. ROLES AND RESPONSIBILITIES (RCSA) — part of 0.E.099

5.1 Three Lines of Defence

B. INCIDENT MANAGEMENT — part of

O.E. 099 The Risk
6. OPERATIONAL RISK CATEGORISATION Management
6.1 Risk Taxonomy Cycle
6.2 Risk Assessment (Scoring) 9. KEY RISK INDICATORS (KRls) — part of
&.3 Policies under Non-financial Risk* 0.E. 099 \

b

10. OPERATIONAL RISK CAPITAL MANAGEMENT >

11. CAPITAL ALLOCATION 12. STRESS TESTING 13. SCENARIO ANALYSIS

14, OPERATIONAL LOSS DATABASE (RCMS)

15. OVERSIGHT AND ADOPTION

*Operational Risk Management Policy, Fraud Risk Management Policy, Business Continwity Management Policy, Insurance
Management Policy, Reputational Risk Monagement Policy, Third-party/Outsourcing Risk Monagement Policy, New Products/Services
Policy.

The Operational Risk Manogement Framework includes all other non-financial risks, which are overseen by the relevant control
functions {including Compliance [Regulatory Compliance, Financial Crime Compliance, DPQ], Information Security).

The ORM framework addresses the following objectives:

e Fostering awareness and understanding of operational risk among all staff and promoting a culture

where staff is more conscious of risks;

Ensuring effective operational risk monitoring and reporting;

Providing transparent reporting of operational risks and material exposure to losses, to the
management and providing all stakeholders with updates on implementation of action plans as well
as the risk profile of the Group;

e Promoting the implementation of a strong system of internal controls to ensure that operational
incidents do not cause material damage to the Group’s franchise and have a minimal impact on the
Group’s profitability and reputation;

e Improving productivity, efficiency and cost effectiveness, with an objective to improve customer
service and protect shareholder value.
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3.2.4.2. Management and Control of Operational Risk (continued)

It should be noted that the Group conducts all its dealings with customers within high ethical standards and
follows a very prudent and cautious strategy with regards to compensation or provision of incentives that
could lead to risks of mis-selling. A thorough framework is in place for assessing all the relevant risks for
new or changed products/services as a key control for minimising the risk of products or services being
promoted to the customers that create the potential for unfair treatment, or are otherwise not appropriate
or relevant for certain customers. Additionally, the Group maintains a Customers Complaints Management
process, the purpose of which is to provide the foundation for implementing a consistent, diligent, efficient,
and impartial approach throughout the Group for the handling of customer complaints. The Group cultivates
a culture where complainants are treated fairly and the complaints handling mechanism is perceived as a
valuable opportunity to re-build and enhance relationships with customers.

Risk Appetite
A defined Operational RAS is in place, which forms part of the Group’s RAS. Thresholds are applied for
conduct and other operational risk related losses.

Risk Control Self-Assessment (RCSA)

A RCSA methodology is established across the Group. The methodology follows a three-phase process: (i)
Preparation (ii) Workshop and (iii) Reporting and Follow-up. It is a process that enables/empowers the
business unit management and employees to: (i) identify the inherent and residual risks to the achievement
of their objectives, (ii) assess and manage critical/high risk areas of the business processes, using a uniform
Likelihood x Impact scale that forms a central point of reference within the ORM framework, (iii) self-evaluate
the adequacy of controls and identify the lack of controls and (iv) develop and prioritize risk treatment action
plans.

According to the RCSA methodology, business owners are requested to place emphasis on identifying risks
that arise primarily from the risk areas under a full Risk Taxonomy (as outlined under Section 3.2.4.1).

With primary input from the process of RCSA, ORMD maintains a detailed risk register for each Unit, which
forms an important component of the ORM analysis and reporting. Updating/enriching the risk register in
terms of existing and potential new risks identified and their mitigation is an on-going process, sourced from
RCSAs as mentioned above, but also from other risk and control assessments (RCAs) performed, e.g. by the
Information Security Department, Third-Party and Outsourcing risk assessments, New Product/Services Risk
Assessments, Data Protection Impact Assessments, etc.

Risk-based Business Process Management

Risk based Business Process Management involves the assessment of risks, the provision of opinions on the
acceptability of the risks assessed and the recommendation of additional controls in relation to changes made
in business processes, new products or services, outsourced activities and new projects/initiatives. ORMD
actively participates in the evaluation of new or amended procedures/policies, Tier 1/2 projects, new
technology systems and other important decisions or developments, with an objective to facilitate and carry
out the identification and assessment of any operational risks.
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3.2.4.2. Management and Control of Operational Risk (continued)

Incident recording and analysis

Data on operational risk events (actual and potential losses, as well as near misses) is collected from all
Group entities, with a threshold of €100 per actual/potential loss. An operational risk event is defined as any
incident where through the failure or lack of a control, the Group could actually or potentially have incurred
a loss. The definition includes circumstances whereby the Group could have incurred a loss, but in fact made
a gain, as well as, incidents resulting in potential reputational or regulatory impact.

The data collected is categorised and analysed to facilitate the management of operational risks and, where
possible, to prevent future losses by implementing relevant mitigating actions. Emphasis is constantly placed
on carrying out root-cause analysis of both operational risk incidents with a significant impact and repeated
operational risk incidents which present worrying trends. In 2022, 466 loss events with gross loss equal to
or greater than €1,000 were recorded including incidents of prior years (mostly legal cases) for which losses
materialised in 2022, compared to 323 loss events in 2021.

Key Risk Indicators (KRIs)

A KRI is an operational or financial variable, which tracks the likelihood and/or impact of a particular
operational risk. KRIs serve as a metric, which may be used to monitor the level of particular operational
risks. KRIs are similar to, and often coincide with, KPIs and Key Control Indicators. KRIs are established
from a pool of business data/indicators considered useful for the purpose of risk tracking. These indicators
are used for the on-going monitoring of the Bank’s operational risks, and mitigating actions are initiated in
the case KRI limit violations are observed. Key observations from the KRIs are reported to top management
and the RC.

Operational Risk Capital Requirements and ICAAP

Regulatory and economic capital requirements for operational risk are calculated using the Standardised
Approach. Additional Pillar II Regulatory capital is calculated for operational risk on a scenario-based
approach. Scenarios are built after taking into consideration the Key Risk Drivers, which are identified using
a combination of methods and sources, through top-down and bottom-up approaches. Both approaches are
complementary and are simultaneously used in order to identify all key risks the organization is faced with.
The Key Risk identification process is reviewed every quarter as part of the ICAAP process and new risks
identified are added, while others that become obsolete are removed. Risk scores are updated depending on
changes to circumstances (e.g. added controls, changes in the regulatory environment, etc.). The Bank,
following the EBA’s methodology guidelines on stress-testing for Conduct and other operational risks,
projects the P&L impact of losses arising from non-material conduct risks and other operational risks using
its internally built scenarios (quantitative method) and in the case of material conduct risk, available
qualitative information and feedback from the Subject Matter Experts. In order to determine which
operations/actions and events may lead to material conduct risks, the Bank analyses all material conduct
risk events which took place in the preceding 5 years, but also takes into account the prevailing environment
in which it operates, as well as the strategy it has formulated for the following 3 years. Such
analysis/assessment results in the identification of potential material conduct risks that may materialise
within a 3-year horizon in an adverse environment.

Network of ORM liaisons

Operational risk liaisons act as the point of contact with the aim to enable the effective implementation of
the various operational risk methodologies across the Bank, by liaising with their departmental and unit
management.

Training and awareness

Training is carried out throughout the Bank with the aim to promote risk culture and enhance awareness in
relation to operational risks. As training and awareness regarding operational risk is one of the main
objectives of the ORM Framework, on-going training sessions are established covering awareness on
principles of Operational Risk, its management Framework and tools.
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3.2.4.3. Management of Litigation risk

The LSD has set in place processes and procedures to ensure the effective and prompt management of Legal
Risk. These processes and procedures primarily include the following:
a) Handling requests for legal advice from all Divisions;
b) Handling litigation against the Bank and providing support to Group entities for the handling of
litigation against them;
c) On-going review and assessment of the legal framework and regulatory developments;
d) Reviewing new products/advertisements/internal policies, circulars and manuals, engagement letters
with external counterparties, agreements, etc.;
e) Participation of the Chief Legal Officer in Bank’s committees and various ad-hoc committees; and
f) Frequent reporting on pending litigation and latest developments in a number of Board and
management committees.

Software systems are in place both for the filing of legal advice requests from all Divisions, as well as for the
monitoring of litigation against the Bank. The structure of the LSD in teams of lawyers enables the timely
allocation and completion of work. External Legal counsel is engaged for the representation of the Group
before legal forums, as well as, for obtaining legal advice on issues/areas of Law which are not within LSD’s
specialisation/expertise.

A framework for the engagement, monitoring and assessment of the performance of external legal counsel
has also been put in place in order to ensure that the best possible service is received. The participation and
reporting of legal risk by the Chief Legal Officer in a humber of Board and Management committees and in
particular of all pending litigation against the Group ensures that the Bank is kept informed and updated of
the Group’s exposure in this respect. Such committees and groups include the Provisions Committee, the
BoD, the BoD Committees, the Regulatory Steering Group, the ExCo and any other ad hoc committees.
Additionally, LSD reports all litigation on a monthly basis to Operational Risk and other management bodies.
Reporting to Operational Risk is done via the interface of the Legal system and ORM system (RCMS) which
monitors litigations and is updated on an on-going basis.

Pending litigation, claims, regulatory and other matters

The Group in the ordinary course of business, is involved in various disputes and legal proceedings and is
subject to enquiries and examinations, requests for information, audits, investigations, legal and other
proceedings by regulators, governmental and other public bodies actual and threatened, relating to the
suitability and adequacy of advice given to clients or the absence of advice, lending and pricing practices,
selling and disclosure requirements, record keeping, filings and a variety of other matters. In addition, as a
result of the deterioration of the Cypriot economy and banking sector in 2012 and the subsequent
restructuring of BOC PCL in 2013 as a result of the bail-in Decrees, BOC PCL is subject to a large number of
proceedings and investigations that either precede or result from the events that occurred during the period
of the bail-in Decrees.

The Group considers that none of these matters are material, either individually or in
aggregate. Nevertheless, provisions have been made where: (a) there is a present obligation (legal or
constructive) arising from past events, (b) the settlement of the obligation is expected to result in an outflow
of resources embodying economic benefits, and (c) a reliable estimate of the amount of the obligation can
be made.

Any provision recognised does not constitute an admission of wrongdoing or legal liability. While the outcome
of these matters is inherently uncertain, management believes that, based on the information available to
it, appropriate provisions have been made in respect of legal proceedings, regulatory and other matters as
at 31 December 2022 and hence it is not believed that such matters, when concluded, will have a material
impact upon the financial position of the Group.
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3.2.4.4. Major developments relating to ORM during 2022

The Bank is closely monitoring the developments regarding the outbreak of Covid-19 within the community
and the Pandemic Incident Management Plan is continuing to be in effect from February 2020. The Pandemic
Incident Management Team (PIMT) provides regular updates to the Crisis Management Committee (CMC),
in order to be able to effectively deal with any further potential crisis. Remote Access (Working From Home)
to employees that support the critical Units and less critical Units are available and ready to be used if
needed.

During the year, Operational Risk performed an increased number of assessments for new
products/procedures triggered by the pandemic. A new control types categorization has been introduced
where existing controls have been mapped to, while a number of RCMS system enhancements were designed
and developed (e.g. introduction of workflows, web module for risks). Annual review of RCSAs within 2022
was completed for the in-scope Units. By the end of the year, 2 RCSAs were pending but on track for
completion within agreed deadlines.

The Third-party Risk Management unit (under Operational Risk Management) has reviewed all in-scope
existing and new outsourcing arrangements within the Group by 31 December 2022, to ensure their
alignment with the EBA guidelines on outsourcing arrangements and to identify and effectively handle any
potential gaps or weakness.

Further to the Internet Banking Fraud system which is currently monitoring Internet Banking and Mob App
transactions, during the Year, the Cards Fraud system with enhanced preventing behaviour rules & models
has been taken into production. The respective blocking rules’ parameters have been enhanced and adjusted
so as these are activated progressively, ensuring a well- balanced risk-taking approach with the current
satisfied cardholder service. Both fraud systems are considered as additional layers to the existing fraud
prevention framework of controls across the Bank.

Further to the above, further enhancements of the monitoring controls for the identification and management

of internal fraud and risks have been achieved through:

(@) The establishment of the automated Data Fraud Analytics Tool for the identification & monitoring of
Internal fraud related indicators (KFIs);

(b) The new “Toxic User Access Combinations” assessments, where users’ access entitlements in Bank’s
financial processing systems are assessed, against predefined principles and

(c) The specialised Fraud Risk Assessment process for business activities, which goes beyond the existing
RSCA process, has been undertaken as planned.

3.2.4.5. Reporting

Important operational risks identified and assessed through the various tools/methodologies of the ORM
framework, are regularly reported to top management, as part of overall risk reporting. More specifically,
the CRO reports on risk to the ExCo and the RC on a monthly basis, while annual risk reports are submitted
to the Regulators. Ad-hoc reports are also submitted to top management, as needed. Dashboards with
metrics against the Bank’s defined risk appetite are also submitted on a monthly basis to ExCo and the BRC
through the CRO.
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3.3. Governance Arrangements

3.3.1. Recruitment Policy

The Group recognises the benefits of having a diverse Board of Directors (BoD) which includes and makes
use of differences in skills, experience, background, nationalities and gender among the directors. When
determining the optimum composition of the BoD, consideration is given to balancing these differences and
achieving the appropriate collective suitability to direct the Bank’s activities and manage its risks.

The Nominations and Corporate Governance Committee (NCGC) is assigned the responsibility to regularly
review the composition of the Board in order to identify, evaluate and select candidates whose skills will
complement and add value to the collective knowledge and skills of the Board. Pursuant to this assessment
the Committee then makes appropriate recommendations to the BoD in accordance with the Group Board
Nominations Policy and in line with the Group Policy on the Suitability of members of the management body
and key function holders approved by the BoD.

The persons proposed for the appointment should have specialised skills and/or knowledge to enhance the
collective knowledge of the BoD and must be able to commit the necessary time and effort to fulfil their
responsibilities. Prior to the appointment, the Company must obtain the approval of the ECB.

Each director nominee should be of a professional and educational background that enables him/her to have
a general appreciation of the major issues facing banks. Such issues include corporate governance issues,
regulatory obligations of a public issuer, human resources, remuneration issues, technology, climate related
and environmental risks and strategic business planning. Specialised knowledge and experience in the
application of internal control procedures and accounting issues are also required when considering members
for appointment to the Audit Committee who must have significant, recent and relevant financial experience.

Factors considered by the NCGC in its review of potential candidates include:

e Specialised skills and/or knowledge in accounting, finance, banking, law, business administration,
the assessment of the effectiveness of the institution’s arrangements, the interpretation of the
institution’s financial information or related subject.

Integrity, honesty and the ability to generate public confidence.

Demonstrated sound business judgement.

Knowledge of financial matters including understanding financial statements and financial ratios.
Knowledge of and experience with financial institutions.

Risk management experience.

Reputation of the potential candidate.

The competencies and skills that the BoD considers each existing director to possess.

Possible gaps in knowledge and skills identified by the latest review of the composition of the Board.
Succession planning.

The need to attain and maintain the targets set by the Group Board Nominations Policy for achieving
and maintaining gender diversity on the BoD (published on the Group’s website). The Board aims in
achieving at least 40% representation of women as per the European Commission’s recommendation.

When considering proposals for the re-election of incumbent directors, the NCGC takes into account the
results of the most recent assessment of the BoD and the Chairperson’s evaluation of the individual directors,
the directors’ attendance record in meetings, participation in BoD activities and overall contribution to the
functioning of the BoD.

An internal evaluation of the performance of the Board, its committees and individual members is conducted

annually, while an external evaluation is carried out triennially. The internal assessment considers overall

performance relative to the role of the Board and consists of:

Online questionnaires completed by each Director on the role of the Board and its committees,

Online self-assessment of each Director,

Assessment of each Director by the Chairman,

Assessment of the Chairman during an executive session of the non-executives led by the Senior

Independent Directors (SID) (in the absence of the Chairman) and

e Discussion by the Board of the assessment and recommendations for improvements made in the
report.
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3.3.1. Recruitment Policy (continued)

Following the Board Performance Evaluation in 2022, the NCGC determined that the skills profile of the
Board, either academically or through professional experience was appropriate and relevant to the business
of the Group including inter alia, banking, insurance, audit and accounting, economics, risk management,
dealing with competent authorities, strategy and business models, legal and consultancy services,
Information Technology (IT) and human resource management. The NCGC further concluded that the Board
could benefit from the appointment of a member with IT knowledge or Digital Transformation.

Directors' competencies 2022

Human Resources

Managerial skills
IT/Cybersecurity

kKnowledge of Competent Auth orities
Owersight

Rk Management

Strategy and Business Models
Insurance

Global Markets

Legal /Regulatory Framework
Auditf Accounting Economics
Banking/Financial Services

=
[
o
o
=]
=
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As at 31 December 2022 the Board comprised of ten Directors: the Group Chairman, who was independent
on appointment, two executive directors and seven non-executive directors. According to the provisions of
the CBC Assessment of Suitability of members of the management body and key function holders Directive
of 2020 (‘CBC Suitability Directive’) six of the non-executive directors are independent. Mr. Ioannis
Zographakis’ status has changed as per the provisions of the CBC Directive on Suitability, to non-executive
non-independent director since he has served on the board for more than nine years from the date of his
first appointment.
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3.3.2. Other Directorships

The NCGC ensures that individual Board directors have sufficient time to dedicate to their duties, having
regard to applicable regulatory limits on the number of directorships which may be held by any individual
director. The Board has determined the time commitment expected of non-executive directors to be 35-40
days per annum. Time devoted to the Group can be considerably more when serving on Board committees.

The NCGC considers amongst other whether a potential director is able to devote the requisite time and
attention to the Bank'’s affairs, prior to the BoD’s approval of the individual’s appointment. In December
2022, the Chairman stepped down from one of his appointments at Titan Cement International SA so that
he now holds three non-executive directorships and as at today meets all regulatory obligations. Finally, all
directors were within the directorship limits set out for ‘significant institutions’.

BOC PCL has been classified as a ‘significant institution’ under the European Union (Capital Requirements)
Regulation 2014. The CBC Directive on Suitability, which incorporates the provisions of Article 91 of the
European Capital Requirements Directive ("CRD IV’) on management bodies of credit institutions, determines
that a director cannot hold more than one of the following combinations:

e One executive directorship with two non-executive directorships; or

e Four non-executive directorships.

For the purposes of the above, executive or non-executive directorships held within the same group shall
count as a single directorship. Directorships in organisations which do not pursue predominantly commercial
objectives do not count for the purposes of the above guidelines.

According to the CBC Directive mentioned above, the CBC may, in exceptional cases and taking into
consideration the nature and complexity of the business of the Group, authorise members of the BoD to hold
one additional directorship.

The CBC had granted permission on appointment to two of the current directors to hold one additional non-
executive directorship to the above. At present none of those directors hold additional directorships.

The number of outside directorships held by the members of the Board is as follows:
e Mr. Arapoglou 2 Non-Executive directorships

Mr. Nicolaou 2 Non-Executive directorships

Mrs Lyn Grobler 3 Non-Executive directors and 1 Executive directorship

Mr. Zographakis 2 Non-Executive directorships

Mrs Hadjisotiriou 1 Non-Executive directorship

Mr. Berggren 2 Non-Executive directorships

Mr. Sofianos 2 Non-Executive directorships

Mr. Iordanou 2 Non-Executive directorships

The biographies of the directors, including experience and knowledge, are presented in
Appendix I and can be accessed on our website online and in the Annual Corporate Governance Report 2022
which is included in the Annual Financial Report for 2022 and is available at www.bankofcyprus.com (Who

we are).

3.3.3. Diversity

The Board has a balanced and diverse range of skills, knowledge and experience, and has achieved its target
for female representation.

By the end of 2022, the Board gender diversity achieved was 40%. The Board remains committed to mainting
its target.
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3.3.3. Deversity (continued)

The Board also places high emphasis on ensuring the development of diversity in the senior management
roles within the Group. A number of Group policies ensure unbiased career progression opportunities. The
Code of Conduct similarly ensures equal opportunities to all members of staff and treats diversity with
fairness and respect aiming to provide fair treatment for everyone at work. A primary ESG target approved
under the ESG strategy by the Board is 230% women in Group’s management bodies by 2030.

As at 31 December 2022, there is a 27% representation of women in Group’s management bodies (defined
as the ExCo and the Extended ExCo) and a 39% representation of women at key positions below the
Extended ExCo (defined as positions between Assistant Manager and Manager).

All Board appointments are made on merit, in the context of the skills, experience, independence and
knowledge which the Board as a whole is required to have to be effective and the diversity benefits each
candidate can bring to the overall board composition.

The Group’s approach to Board diversity is set out in full in the Board Nominations Policy, which can be found
online at https://www.bankofcyprus.com/globalassets/who-we-are/our-governance/group-board-
nominations-policy.pdf. The Policy recognises that a truly diverse Board will include and make good use of
the differences in skills, experience, background, race, gender and other distinctions brought by each
director, with such differences being considered in determining the optimum composition of the Board.

Non-executive members of the Board possess a wide range of skills, knowledge and extensive experience
acquired from executive and/or non-executive appointments as directors of other companies, that combine
to provide independent perspective, insights and challenge needed to support good decision-making and
effective board dynamics. The effectiveness of the Board depends on ensuring the right balance of directors
with banking or financial services experience and broader commercial experience. Directors bring their
individual knowledge, skills and experience to bear in discussions on the major challenges facing the Group.
The participation of executives on the Board enhances the banking expertise of the Board and ensures that
the Board is provided with direct, precise and up-to-date information about significant issues concerning the
Group.

Following review in 2022, the NCGC determined that the skills profile of the Board, either academically or
through professional experience was appropriate and relevant to the business of the Group including, inter
alia, banking, insurance, manufacturing, audit and accounting, economics, risk management, dealing with
competent authorities, strategy and business models, legal and consultancy services, information technology
and human resource management. The NCGC further recognised that a candidate with strong background
in IT and or cybersecurity could enrich the Board composition given the strategic importance of the
digitisation of the Group.

3.3.4. The Board

The Board is responsible to set, approve and oversee the overall risks strategy, including the Company'’s risk
appetite and its risk management framework and measures to ensure that the Board devotes sufficient time
to risk issues, including climate-related and environmental risks. The Board exercises the responsibility for
approving and monitoring the Group’s overall strategy, risk appetite and policies for managing risks through
two of its Committees, namely the Board Risk Committee (RC) and the Board Audit Committee (AC). The
CRO regularly reports to the Board, developments in the risk environment and performance trends.

The Board is also responsible to set, approve and oversee the implementation of, an adequate and effective
internal governance and internal controls framework that includes a clear organisational structure and well-
functioning independent internal risk management, information security, compliance and audit functions that
have sufficient authority, stature and resources to perform their functions.

61


https://www.bankofcyprus.com/globalassets/who-we-are/our-governance/group-board-nominations-policy.pdf
https://www.bankofcyprus.com/globalassets/who-we-are/our-governance/group-board-nominations-policy.pdf

BANK OF CYPRUS HOLDINGS GROUP
Pillar 3 Disclosures 2022

3.3.5. Board Risk Committee (RC)

The RC monitors the Group’s risk profile against the approved Risk Appetite and ensures compliance with
risk management strategy, policies and regulations. It reviews management proposals on the desired risk
strategy at individual company as well as at Group level, i.e. the risk appetite/exposure in each area of risk
(market, liquidity, credit, equity, regulatory, information security, operational and capital resources) and
makes appropriate recommendations to the Board.

The RC evaluates and reports to the Board on the Group's overall current and future risk appetite and
strategy, taking into account the financial and risk profile of the Group and the capacity of the Group to
manage and control risk. It assists the Board in overseeing the effective implementation of the risk strategy
by senior management, including the development of mechanisms to ensure material exposures that are
close to, or exceed approved risk limits, are managed and where necessary mitigated in an effective and
timely manner and the identification and escalation of breaches in risk limits and of material risk exposures
in a timely manner.

The RC is also responsible for monitoring the effectiveness of the internal risk management framework and
its integration with the Bank’s decision-making process, covering the whole spectrum of the Bank’s activities
and units, as well as subsidiaries.

The RC as at 31 December 2022 comprised of three independent non-executive directors. The Board
considers that the RC consists of directors who possess individually and collectively adequate knowledge,
skills and expertise to fully understand and monitor the risk strategy and the risk appetite of the Group as
well as its risk management and control practices. The Committee’s composition is fully compliant with the
CSE Code and the CBC Directive on Internal Governance and the UK Code.

During 2022 the RC held 22 meetings (2021: 29 meetings).

Additionally, the Terms of Reference of the RC include the following:

e Review pricing of products and where prices do not properly reflect risk, present a remedy plan to
the BoD.

e Examine the adequacy and effectiveness of the contingency and insurance strategy of the Group and
make appropriate recommendations to the Board.

¢ Examine whether incentives provided by the remuneration system take into consideration risk,
capital, liquidity and the likelihood and timing of earnings.

e Submit proposals to the BoD and recommendations for corrective action whenever weaknesses are
identified in implementing the risk strategy.

e Appraise the CRO and the Chief Information Security Officer and submit appraisals to the BoD.

e Approve sufficient resources and budget for the Bank’s Risk Management Division (RMD) and the
Information Security function.

e Review and approve the organisational structure of the RMD.

e Assess and monitor the independence, adequacy and effectiveness of the RMD and the Information
Security Function.

e Advise the BoD on the adequacy and effectiveness of the risk management framework and the
information security framework, drawing on the reports of the AC, the RMD and external auditors.

e Advise the BoD on the adequacy, effectiveness and robustness of information and communications
systems.

e Advise the BoD on the adequacy of the provisions and effectiveness of strategies and policies with
respect to maintaining adequate internal capital and own funds to cover the risks of the Bank.

e Ensure that stress tests and related procedure are carried out as appropriate on all major risks, at
least on an annual basis and where necessary, challenge the appropriateness of limits and adequacy
of capital and budgets.

¢ Review and recommend for approval to the Board the Group Recovery Plan and any revisions therein.

¢ Conduct a self-assessment and report its conclusions and recommendations for improvements and
changes to the BoD.

The appointment and removal of the CRO and the Chief Information Security Officer are recommended by
the RC and approved by the BoD.
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3.3.6. Board Audit Committee (AC)

The AC regularly reviews the adequacy and effectiveness of the system of internal controls and information
systems of the Group (being