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These Terms and Conditions govern the relationship between 
us, the Bank of Cyprus Public Company Limited (H.E. 165), 
which has its head office at 51 Stassinou Street, Strovolos 
2002 (the ‘Bank’) and you (the User and the Account Holder).  
These Terms and Conditions, as amended from time to time, 
shall govern the use of 1bank and the User and the Account 
Holder shall be bound by them. 
Please read these Terms and Conditions carefully. 
These Terms and Conditions shall be read in conjunction and 
shall form an inseparable part of the agreements and/or the 
terms for the opening and operation of Accounts covered by 
these Terms and Conditions. They shall also be read in 
conjunction with the following documents: 
 the Supplementary Agreement governing the Relationship 

Between the Bank of Cyprus Public Company Limited and 
its Customers with respect to Payment Accounts, 

 the terms of operation of deposit accounts, current 
accounts with or without overdraft facilities and fixed 
deposit accounts, 

 the Cards Terms and Conditions and the Prepaid Cards 
Terms and Conditions, with respect to Payment 
Transactions using Cards (debit or credit) and Prepaid 
Cards respectively, 

 the Table of Commissions and Charges of the Bank of 
Cyprus and  

 the Operating Guidelines of the 1bank Service.  
 

Unless otherwise stated herein, in case of conflict between the 
1bank Terms and Conditions and any of the aforementioned 
documents, the present Terms and Conditions shall prevail 
with respect to the use of the 1bank service. 
 
The Bank may at any time and at its absolute discretion extend 
or limit the products and/or Services offered by 1bank and/or 
decide the hours and days on which 1bank can be used.  
 
The Bank has the absolute right to approve or reject any 
application for electronic services.  
 
1. 
DEFINITIΟNS 
1.1. In these Terms and Conditions, unless the context 
otherwise requires: 
“1bank Service” means the 24-hour electronic service 
provided by the Bank in order to allow the Users of 1bank to 
have access to and use its Services, including the provision  
of  information,  the  execution  of  banking  transactions  as  
well  as  to provide to other persons general information by 
a n y  d i g i t a l  c h a n n e l  i n c l u d i n g  the telephone, 
internet, mobile application or by other means of 
communication the Bank may determine from time to time.  
“1bank Call Centre” means the Telephone Banking Centre 
that a User of 1bank can contact for information relating to the 
Accounts which the User can access via 1bank. 
“Account” means an account held with the Bank in the 
name of one or more persons which the Bank has agreed that 
it may be accessed by the User via 1bank (details of the 
Accounts that can be accessed by the User via 1bank can be 
obtained by the User on request from the Bank).  
“Account Holder” means any natural person or legal entity 
authorised to hold an Account with the Bank and in relation to a 

Joint Account includes a Co-Account Holder. For the avoidance 
of doubt, a reference to “Account Holder” includes a reference to 
a Co-Account Holder unless the context demands otherwise. 
“Co-Account Holder” means an Account Holder of a Joint 
Account. 
“Account Information Service Provider or AISP” means the 
Payment Service Provider which offers an online service to 
provide consolidated information on one or more Payment 
Accounts held by the Account Holder with the Bank or with more 
Payment Service Providers.  
“Approved Payee” means a utility organization or another 
natural person or legal entity, which has been approved by the 
Bank as an entity in whose favour an order for payment (Bill 
Payment) may be given by the User. 
“Alerts” means the service provided by 1bank to the User for 
the purpose of enabling the User to receive electronic 
messages containing information. Alerts may be provided by 
1bank from time to time upon request by the User and/or the 
Account Holder.   
“Bank” means the Bank of Cyprus Public Company Ltd 
registered with the Registrar of Companies and Official 
Receiver in Cyprus (Reg.No.165) having its registered office at 
51 Stassinou Street, Strovolos 2002 and licensed by the Central 
Bank of Cyprus. The definition also includes its successors, 
assignees and any per.son acting on its or their behalf.  
“Bill Payment” means the payment into an account of an 
Approved Payee by Funds Transfer using 1bank. 
“Business Day” means Monday to Friday except bank holidays 
in the Republic of Cyprus, when the Bank is open for business 
as required for the execution of a Payment Transaction. Where 
applicable, the official holidays of the Euro or other currencies 
as specified by the payment clearing mechanisms, are taken 
into consideration.  
“Call Centre Agent or Customer Service Agent” means a 
1bank Call Centre employee that offers telephone assistance 
to Users for services described herein with.  
“Consumer” means a natural person making use of Payment 
Services acting for purposes other than his commercial or 
professional activity. 
“Credit Transfers” means the Payment Service for crediting a 
Payee’s Payment Account with a Payment Transaction or a 
series of Payment Transactions from a Payer’s Payment 
Account by the Payment Service Provider which holds the 
Payer’s Payment Account, based on an instruction given by the 
Payer. 
«Cut-off time» means the point in time during the term of any 
Business Day beyond which any payment order for a Payment 
Transaction received in relation to the Account shall be deemed 
to have been received on the following Business Day. 
1.2. Without prejudice to paragraph 1.1, the definitions used 
in these Terms and Conditions and which are not otherwise 
interpreted shall have the meaning given thereto by the 
Provision and Use of Payment Services and Access to 
Payment Systems Law of 2018 and/or by the Supplementary 
Agreement governing the Relationship Between the Bank of 
Cyprus Public Company Limited and its Customers. 
1.3.  In these Terms and Conditions references to persons 
shall include legal entities (unless otherwise specified herein 
and unless otherwise provided by any applicable law), 
references to the singular shall include the plural and vice 
versa and references to any gender shall include all genders. 
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“Device / Mechanism Producing Single Use Codes” means 
the device or mechanism provided to the User according to his 
needs after a relevant request at a branch of the Bank or via 
internet, which generates dynamic passwords or One Time 
Passwords (OTP) for single use that may allow the User to 
access 1bank and/or to use Services offered by 1bank, 
whether this device is a DIGIPASS device or not. The Bank 
may, from time to time and at its absolute discretion, vary the 
Payment Transactions and/or Services requiring use of the 
Device / Mechanism Producing Single Use Codes and to 
replace the Device / Mechanism Producing Single Use Codes 
provided to the User. These Terms and Conditions shall govern 
the use of a Device / Mechanism Producing Single Use Codes 
that has been provided in order to replace an existing one, 
unless notice has been given to the User for a relevant 
amendment of these Terms and Conditions. 
“Funds Transfer” means the transfer of funds to and from 
Accounts held with the Bank, to other Accounts held with the 
Bank and vice versa, via 1bank, whether these Accounts are in 
the name of the Account Holder or in the name of a third party. 
“Interactive Voice Response (IVR)” means the automated 
telephone banking system that allows the User to have twenty-
four-hour access and use 1bank via the telephone number 800 
00 800 (or +357 22 128000 for international calls) without any 
assistance of a Customer Service Agent. 
“Joint Account” has the meaning given in paragraph 11.   
“Messages” means   the   electronic   system   provided   by   
1bank   for exchanging messages between the Bank and the 
User and which may be used for any questions, suggestions, 
complaints or any other comments by the User. The Bank 
shall not accept orders for executing any Payment 
Transactions through this electronic system, except where it 
will be expressly allowed by the Bank, as this will be 
announced from time to time. The Bank shall aim at 
responding to the User’s messages within two Business Days. 
“Micro-enterprise” means an enterprise that employs less 
than ten employees and has an annual turnover or a balance 
sheet total not exceeding 2 million Euros. 
“Operating Guidelines” means the guidelines the Bank may 
issue from time to time, governing the use and operation of 
1bank which are available at the Bank’s branches and/or on the 
Bank’s website www.bankofcyprus.com.cy. 
“Payment Account” means the Account used for the 
execution of Payment Transactions. 
“Payment Instrument” means any personalized device(s) 
and/or set of procedures agreed between the User and the 
Bank and used by the User in order to initiate a Payment 
Transaction. The 1bank Payment Instruments are the User 
ID, the Passcode and, where appropriate, the Device / 
Mechanism Producing Single Use Codes (and the specific 
agreements for the provision and use thereof as well as the 
dynamic passwords it generates) and any other Payment 
Instrument the Bank may provide or specify from time to time 
as a 1bank Payment Instrument. The Bank may from time to 
time and at its absolute discretion, vary the Payment 
Transactions and/or Services for which the use of any specific 
1bank Payment Instrument is required. 
“Payment Initiation Service Provider or PISP” means the 
Payment Service Provider which offers a service to initiate a 
Payment Transaction at the request of the User and/or the 
Account Holder with respect to an Account.  

“Payee” (Beneficiary) means the natural, legal or other person 
or group of persons who is the intended Payee which have been 
the subject of the Payment Transaction. 
“Payer” means a natural, legal or other person or group of 
persons who holds a Payment Account with the Bank and allows 
a payment order from that Payment Account. 
“Payment Service” has the same meaning given by the 
Provision and Use of Payment Services and Access to 
Payment Systems Law of 2018 (as amended or replaced from 
time to time). 
“Payment Service Provider” has the same meaning given 
by the Provision and Use of Payment Services and Access to 
Payment Systems Law of 2018. 
“Payment Transaction” means an act initiated by the User 
and/or the Account Holder and/or through a PISP of placing, 
transferring or withdrawing funds, irrespective of any 
underlying obligations between the parties.  
“Passcode” means the personal identification number created 
by the User, to be used in conjunction with the User ID of the 
User and, where appropriate, with the dynamic password 
produced by the Device /Mechanism Producing Single Use 
Codes or by another 1bank Payment Instrument the Bank may 
specify from time to time. 
“Personal Information” means any information relating to an 
identified or identifiable natural person (‘data subject’); an 
identifiable natural person is one who can be identified, directly 
or indirectly, in particular by reference to an identifier such as 
a name, an identification number, location data, an online 
identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social 
identity of that natural person. 
“Reference Exchange Rate” means the foreign exchange rate 
used as a basis in the calculation of each currency exchange 
and which is rendered available by the Payment Service 
Provider or originates from a source available to the public. 
“Reference Interest Rate” means the interest rate used as a 
basis for the calculation of interests and which originates from 
a source available to the public which may be verified by each 
party of this Agreement. 
“Registration Form” means the application form completed 
by the Account Holder applying to the Bank for the use of 
1bank. 
“Services” means those services provided by the Bank from 
time to time, which may be varied at its absolute discretion, and 
which can be used through the 1bank, in order for the User to, 
inter alia: 
 Receive information regarding the statements of his 

Payment Accounts; 
 Effect Fund Transfers; 
 Apply for the opening of e-Products that are offered from 

1bank from time to time; 
 Apply for the issuing of debit/credit card or the 

reissue/replacement/activation of existing card and card 
PIN; 

 Provide a Notice for a transfer or a withdrawal from Notice 
Accounts / change orders at the expiry date or before the 
expiry date of the Account; 

 Renew fixed deposit Account(s);  
 Gain access to other connected platforms through Single 

Sign On; 

http://www.bankofcyprus.com.cy/
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 Apply for the purchase and/or replacement of products 
and/or Services offered by the 1bank Service and/or by the 
Bank from time to time, provided that certain criteria, as will 
be announced by the Bank from time to time, are met;  

 Activate products and/or Services offered by the 1bank 
Service and/or by the Bank from time to time, provided that 
certain criteria, as will be announced by the Bank from time 
to time, are met;  

 Apply for the issuance and/or change of the PIN used for 
certain products and/or Services offered by the Bank, as 
may be amended from time to time and which will be 
shown at the Bank’s website, provided that certain criteria, 
as will be announced by the Bank from time to time, are 
met;  

 Use any other Services the Bank may offer from time to 
time through 1bank. 

A list with complete details regarding the Services offered is 
available at 1bank and/or any branch of the Bank and/or at the 
Bank’s website www.bankofcyprus.com.cy.  
“Single Sign On” means the Service offered by 1bank with 
which the user gains access to connected platforms of third 
parties without any further sign on codes.  
“Table of Commissions and Charges” means the table 
including the commissions, charges or other expenses, as well 
as information relating to the applicable borrowing rates for the 
various types of accounts maintained at the Bank. It is available 
on the official website of the Bank 
[https://www.bankofcyprus.com.cy/en-gb/Personal/the-
bank/commissions--charges/commissions--charges-in-effect/] 
and in all of the Bank’s branches. 
 “Terms and Conditions” means these terms and conditions 
as may be amended, extended or replaced from time to time 
by the Bank and notified to the User and/or to the Account 
Holder in accordance with paragraph 18 below. 
“Third Parties” means natural persons or legal entities in 
whose favour Funds Transfers or Credit Transfers are made 
using 1bank and shall include Approved Payees. 
“Third Party Providers or TPPs” means Payment Initiation 
Service Providers (PISPs) and/or Account Information Service 
Providers (AISPs) and/or payment service providers issuing 
card-based payment instruments in each case who have been 
authorized or registered by the relevant national competent 
authority in the EU pursuant to the Provision and Use of 
Payment Services and Access to Payment Systems Law of 
2018, or such other national law implementing legislation in 
respect of Directive (EU) 2015/2366. 
“User” means any natural person having access to 1bank 
Services and includes an Account Holder who is a natural 
person and/or any natural person authorized from time to time 
by an Account Holder [including a Co-Account Holder in 
accordance with paragraph 11] to access particular 1bank 
Services on his behalf and includes any natural person who 
may be authorised either as an additional User or in order to 
replace a current authorized User. 
“User ID” means the number allocated by the Bank to the 
User for use in conjunction with the Passcode and, where 
applicable, with the dynamic password created by the 
Device/Mechanism Producing Single Use Codes or by 
another 1bank Payment Instrument the Bank may specify from 
time to time. 

“Value Date” means the reference point in time used by the 
Payment Service Provider for the calculation of interest on the 
funds with which a Payment Account is credited or debited.  
 
2. USE OF 1BANK AND APPLICATION OF THESE TERMS 
AND CONDITIONS 
2.1. 1bank may be accessed and used by: 
(i) A natural person who: 
 has completed and submitted a Registration Form to 

branches or departments of the Bank or has followed the 
procedure for telephone registration, or has followed the 
online registration procedure via 1bank internet banking or 
Mobile app; 

 where appropriate, has completed and submitted to the 
Bank the necessary documents and forms required for his 
authorization or for the authorization of another person as 
User for accessing 1bank; 

 being a User, has been provided with a User ID by the Bank 
which indicates the Bank's acceptance of the User's 
Registration Form; 

 being a User, has created a Passcode; and 
 where appropriate, being a User, has been provided with a 

Device / Mechanism Producing Single Use Codes or 
another 1bank Payment Instrument the Bank may specify 
from time to time. 

(ii) A legal entity which: 
 has completed and submitted a Registration Form at 

branches or departments of the Bank; 
 has completed and submitted to the Bank the necessary 

documents and forms required by the Bank for authorization 
of a User for accessing 1bank; 

 the authorized User thereof has been provided with a User 
ID by the Bank; 

 the authorized User thereof has created a Passcode; and 
 where appropriate, the authorized User thereof has been 

provided with a Device Producing Single Use Codes or 
another 1bank Payment Instrument the Bank may specify 
from time to time. 

2.2. The Bank may, at its discretion and without providing any 
justification, refuse to accept a Registration Form. 
2.3. The User may access 1bank for obtaining information 
about the Account and for giving orders through the digital 
service channels of 1bank and in particular via the internet  
through  the  Bank’s  website  at www.bankofcyprus.com.cy. 
2.4. In order to access 1bank, the User shall enter his User 
ID, his Passcode and where applicable, the secret code 
produced by the Device / Mechanism Producing Single Use 
Codes or by another 1bank Payment Instrument the Bank may 
specify from time to time. 
2.5. The User shall have the option to change the Passcode 
through the 1bank digital service channels. In the event that 
the User loses the Passcode, the User may create a new one 
following the relevant secure online procedure. If the Passcode 
is entered erroneously in three attempts, the Passcode shall be 
locked automatically and it shall be restored only after 
contacting a Customer Service Agent or following the secure 
online procedure put into place by the Bank. 
2.6. These Terms and Conditions, as amended from time to 
time, shall govern the use of 1bank and the User and the 
Account Holder shall be bound by them. 

http://www.bankofcyprus.com.cy/
https://www.bankofcyprus.com.cy/en-gb/Personal/the-bank/commissions--charges/commissions--charges-in-effect/
https://www.bankofcyprus.com.cy/en-gb/Personal/the-bank/commissions--charges/commissions--charges-in-effect/
http://www.bankofcyprus.com.cy/
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2.7. The User and the Account Holder shall comply strictly with 
these Terms and Conditions (which aim to minimize the risk of 
unauthorized use of 1bank). The Bank shall in no 
circumstances be liable to the User and/or the  Account 
Holder for any direct or indirect loss or any loss of data or loss 
of profit or loss of business suffered or incurred by the User 
and/or the Account Holder due to his/their own fault. 
The obligations of the User and the Account Holder shall be 
joint and several. 
 
 
3. AUTHORISATION OF ORDERS 
3.1. The User authorizes and instructs the Bank to act 
according to all orders for the execution of transactions that are 
received through 1bank or a TPP acting on behalf of the User 
and/or Account Holder (including a Co-Account Holder), 
provided that such orders are verified by the Bank as 
authorized by the Account Holder (including a Co-Account 
Holder) in accordance with these Terms and Conditions or in 
accordance with the authorization procedures of the TPP. 
3.2. The following information must be provided by the User, 
depending on the type of transaction, for an order to be 
considered as authorized by him and the relevant transaction 
to be executed: 
(i) the User ID, 
(ii) the Passcode, 
(iii) where appropriate, the dynamic secret code generated by 

the Device / Mechanism Producing Single Use Codes or by 
another 1bank Payment Instrument that the Bank may 
specify from time to time,  

(iv) in case of Accounts that operate with multiple signatures, 
the User ID, Passcode and, where appropriate, the 
dynamic secret code generated by the Device / Mechanism 
Producing Single Use Codes or by another 1bank Payment 
Instrument that the Bank may specify from time to time, of 
all authorized signatories and 

(v) any other information that the Bank may request, i.e. 
payee’s name, payee’s account number, payee’s Payment 
Service Providers, response to security questions.  

3.3. The authorization of the User for the execution of a 
Payment Transaction, shall be notified to the Bank with the 
receipt of the relevant order for the execution of the Payment 
Transaction through 1bank via the internet, the mobile 
application, a Customer Service Agent, the Interactive Voice 
Response (IVR), a TPP as well as in any other way that may 
be specified by the Bank from time to time. 
3.4. Where the User initiates a Payment Transaction through a 
PISP, he will need to comply with the authorization procedures 
agreed with the PISP. 
 
4. TIME OF RECEIPT OF PAYMENT ORDERS AND 
EXECUTION TIMES 
4.1. It is the Bank's intention that orders received through 
1bank be processed as quickly as practicable, to the extent 
possible. In accordance with this policy, it is the Bank's 
intention that, subject to subparagraphs 4.4, 8.9 and 17.1, the 
timeframes for the execution of payment orders specified in 
the present paragraph will apply. 
4.2. The time of receipt of a payment order given via 1bank  
received before the Cut-off time, is deemed to be the time that 
the Bank receives the order for the execution of a Payment 
Transaction transmitted directly by the User or any third party 

provider (‘TPP’) authorized for this by the User and/or the 
Account Holder. If the time of receipt, is after the Cut-Off time 
in relation to the provision of the specific Service, the payment 
order shall be deemed to have been received on the following 
Business Day. 
4.3. The 1bank Cut-Off time shall be as follows, as the case 
may be, and the provisions with respect to cut-off times which 
are included in the Supplementary Agreement governing the 
Relationship Between the Bank of Cyprus Public Company 
Limited and its Customers with respect to Payment Accounts 
shall not apply with respect to 1bank Cut-Off times: 
(i) For outgoing Credit Transfers/ Transfers to other banks: 

 Shall be at 13:30. 
(ii) For outgoing Funds Transfers/Payments between accounts 

held with the Bank: 
 Shall be at 17:00. 
 The User shall be entitled to request that the 

outgoing Credit Transfer be executed with a Value 
Date of the same day of receiving the order (same day 
value) but only if the order has been received before 
the Cut-off Time in relation to the Transaction 
currency. Information regarding the Cut-off Time in 
relation to each currency is available at the Bank’s 
branches or website. 

(iii) For standing order orders: 
 From the Payment Account to an account held with 

the Bank through any 1bank digital service channel, it 
shall be at 20:00 of the previous Business Day during 
which the Payment Account shall be charged for the 
first time. 

(iv) For payroll payment or other group Payment Transactions 
made through 1bank, it shall be at 13:30 of the proposed 
day of payment to accounts held with the Bank and at 13:30 
one (1) Business Day before the proposed day of payment 
to the accounts kept with another bank in Cyprus or abroad. 
Payroll payment or group Payment Transactions submitted 
with a past execution date, shall be deemed to be submitted 
with the current date.  The approval of the personal 
Customer Service Officer of the Account Holder that will be 
charged, may be required before the execution of a payroll 
payment or other group Payment Transaction. 

(v) If the User requests and the Bank agrees for the order 
(single or many) to be executed on a specific day in the 
future or at the end of a certain period or on the day that 
there are available funds at the Bank’s disposal, then the 
time of receipt of the order shall be deemed to be the time 
which has been agreed unless such time is not a Business 
Day; in this event, the Payment Transaction shall be 
deemed to have been received on the next Business Day. 

(vi) The Bank undertakes the responsibility to properly and 
timely execute orders given by the User, once these are 
received by the Bank’s systems. 

(vii) Once an order by the User is received by the Bank 
(including where it is made by the User through a TPP) it 
shall be irrevocable. In the case of an order initiated through 
a TPP, the User generally cannot revoke it after giving 
consent to the TPP to initiate the Payment Transaction. 

(viii) In some cases, the payment order may be revoked by 
informing the Bank through the 1bank digital service 
channels, as follows: 

https://www.bankofcyprus.com/en-gb/Personal/the-bank/documents/payment-services-directive-psd/
https://www.bankofcyprus.com/en-gb/Personal/the-bank/other/Cutoff_time/
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 For standing orders, which may be only given via t h e  
1bank digital channels, it shall be 20:00 on the day 
preceding the day of execution. Such a revocation order 
may only be given for standing orders in favour of an 
account held with the Bank. 

 For Payment Transactions with a future execution date, it 
shall be 23:59 on the day preceding the day of execution, 
or if it has not yet been approved for execution by the 
authorized signatory/ies. 

4.4. The Bank bears no responsibility whatsoever as a result 
of problems in the operation of the telecommunications 
network, which do not fall within its power or control and which 
may have a negative impact on the proper and timely execution 
of the orders transmitted. In the event that the User is unable 
to access certain digital service channels of 1bank due to 
telecommunications failure and/or due to force majeure events, 
the User may use alternative channels to access the Bank’s 
services. 
4.5. Where the Bank acts as the Payment Service Provider of 
the Account Holder:   
 

TYPE OF PAYMENT 
TRANSACTION 

TIME FRAME OF 
EXECUTION 

Payment Transaction in 
Euro, to a bank account of 
the Payee maintained 
within the Republic of 
Cyprus  

Within the next Business 
Day from the date of 
receipt of the Payment 
Order by the Bank at the 
latest 

Payment Transaction in 
Euro to a bank account of 
the Payee maintained in a 
Member State  
Payment Transaction in 
Euro by charging a 
Payment Account 
maintained in another 
currency, to a bank 
account of the Payee 
maintained in a Member 
State 

Within four (4) Business 
Days from the date of 
receipt of the Payment 
Order 

Payment Transaction in a 
currency other than the 
Euro, with charges to a 
Payment Account 

Payment Transaction in 
any currency to a bank 
account of the Payee 
maintained in a country 
which is not a Member 
State 

 
5. OBLIGATIONS OF THE BANK AND THE USER AND/OR 
THE ACCOUNT HOLDER 
5.1. The User shall provide and maintain at his own expense,  
telephone, personal computer or other equipment necessary 
to access 1bank S erv i ces  and shall ensure that such  
equipment  satisfies  all  technical  and  other  requirements  
that  may  be specified by the Bank in the Operating Guidelines 
as these may be amended from time to time, which can be 

found at 
https://www.bankofcyprus.com/globalassets/cyprus/personal/in
ternet-banking/right-menu/english/operating-guidelines_.pdf.  
5.2. The User shall ensure that all ins t ruc t ions and orders 
given by him to the Bank through 1bank, are accurate and 
complete. The User cannot revoke or amend orders, which once 
received by the Bank shall be final and binding on the User, 
except in the specific cases mentioned in paragraph 4 above. 
5.3. The Account shall be charged with all commissions and 
charges payable from time to time, for accessing and using 
1bank in accordance with the Table of Commissions and 
Charges of the Bank of Cyprus, as this may be amended from 
time to time. 
5.4. The User and/or the Account Holder shall immediately 
notify the Bank of any change in their personal 
information, that is  address, electronic address (email) and 
telephone numbers, at the address referred to in subparagraph 
6.2 below. Failure by the User and/or the Account Holder to do 
so shall be deemed to be gross negligence. 
5.5. 1bank Services shall be used exclusively by the User and 
always within the limit of the available balance of the Account. 
The User shall not use 1bank Services in excess of the 
Account’s available balance and, where applicable, in excess of 
the authorization given to him by the Account Holder.  
5.6.  The  Account  Holder  shall  be  liable  to  the  Bank for  all 
Payment Transactions made through 1bank and/or, where 
applicable, through the use of the services of a third party 
provider (‘TPP’) as mentioned in paragraph 14.2 and 14.3 as 
well as for all acts and omissions of the Account  Holder  and/or  
the  User . The Account Holder authorizes the execution of all 
payment orders given by the User, and the corresponding 
charging of the relevant Account. 
5.7.1 The Account Holder shall be liable for any breach of these 
Terms and Conditions by the Account Holder and/or by the 
User. 
5.7.2 The User shall be liable for any breach of these Terms 
and Conditions by the User himself/herself. 
5.8. When using the 1bank Services, the Account Holder and 
the User shall comply with applicable legislation and 1bank 
Services shall not be used for any unlawful purpose. 
5.9. Failure by the Bank or the Account Holder or the User to 
enforce their rights on the basis of any provision of these 
Terms and Conditions shall not be deemed to be a waiver of 
such rights. 
5.10.  As part of the authorization procedure and in order to 
avoid any unauthorized use of 1bank, the Bank may determine 
certain internal security limits with a maximum daily limit and/or 
any other limit and the Bank may refuse to execute a particular 
order. In case the Account Holder wishes to have higher limits, 
he should apply for this by contacting his personal Customer 
Service Officer. In the event of an unauthorized use or 
sporadically, in order to avoid fraud, the Bank may request the 
User and/or the Account Holder to provide further reasonable 
information.  In case the User is unable to provide this 
information, the  Bank  shall  not  be  liable  for  any  loss  
suffered  by  the Account Holder and/or the User by  reason 
of a delay or refusal to execute a particular order, where the 
Bank has acted in a reasonable way. 
5.11.1 The Bank may refuse to act on the basis of any order, 
until it is confirmed in writing and signed by the User and/or by 
the Account Holder and/or where there is reasonable suspicion 
that 1bank and/or the Account has been accessed without 

https://www.bankofcyprus.com/globalassets/cyprus/personal/internet-banking/right-menu/english/operating-guidelines_.pdf
https://www.bankofcyprus.com/globalassets/cyprus/personal/internet-banking/right-menu/english/operating-guidelines_.pdf
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authorization and/or that a 1bank Payment Instrument was 
fraudulently used and thereafter it shall act in accordance with 
the provisions of paragraph 7 of these Terms and Conditions. 
In such a case, the Bank may request further reasonable 
information to be presented.  
5.11.2 The Bank may at any time and at its reasonable 
discretion delay and/or suspend and/or terminate and/or refuse 
the execution of any order and/or transaction and/or Payment 
Transaction pending the completion of all necessary and/or 
essential checks related to matters of regulatory compliance 
and/or anti-money laundering and/or financial fraud and/or 
compliance with legislation. The Bank shall notify the User 
and/or Account Holder, in any manner it deems appropriate in 
accordance with paragraph 15. The Bank shall not have an 
obligation to give such notice if such notice is contrary to 
objectively justified security reasons or is prohibited by relevant 
Cypriot or European Union legislation. 
The Bank has the right to charge a fee for such a refusal, in 
accordance with the Table of Commissions and Charges of the 
Bank which is applicable at the time of the refusal, provided 
that the refusal is objectively justified.  
5.11.3 The Bank also provides information electronically 
regarding the status and/or processing stage of any order 
and/or transaction and/or Payment Transaction through 1bank 
digital service channels. It is important that the Account Holder 
and/or User checks carefully and systematically the status 
and/or processing stage of any order and/or transaction and/or 
Payment Transaction, through the electronic information 
provided by 1bank and if any enquiries arise in relation to their 
delay and/or suspension and/or termination and/or refusal the 
Account Holder and/or User must communicate directly with 
the Bank at the address and/or telephone listed in 
subparagraph 6.2.  
5.11.4 The Bank will not be liable for any damage and/or loss 
suffered by the Account Holder and/or User as a result of the 
delay and/or suspension and/or termination and/or refusal to 
execute any order and/or transaction and/or Payment 
Transaction for the above mentioned reasons, where the Bank 
has acted in a reasonable way.   
5.11.5 The Bank will not be liable for any inaccurate and/or 
incomplete and/or insufficient information which has been 
stated/declared by the Account Holder and/or User through 
1bank in relation to the execution of any order and/or 
transaction and/or Payment Transaction. Consequently, the 
Bank will not be liable for any damage and/or loss suffered by 
the Account Holder and/or User as a result of such acts.   
5.12. The Customer Service Agent may terminate a telephone 
call made by a User, if the User becomes abusive or engages 
the Customer Service Agent in vexatious or frivolous requests. 
5.13. The Bank has the general obligation to provide the 
Services mentioned in these Terms and Conditions, unless 
otherwise provided in any specific paragraph herein.  
 
6. SAFEGUARDING THE 1BANK PAYMENT 
INSTRUMENTS 
6.1. The User shall use 1bank Payment Instruments 
according to these Terms and Conditions. Once the User 
receives a 1bank Payment Instrument, he shall be responsible 
for its safe-keeping and the prevention of any fraudulent use 
thereof and shall undertake all necessary actions for their 
safety, including, but not limited to, the following: 

 He shall use his User ID, his Passcode and, where 
appropriate, the Device /Mechanism Producing Single 
Use Codes or other 1bank Payment Instruments the 
Bank may specify from time to time according to these 
Terms and Conditions and any specific terms governing 
their use; 

 He shall keep at a safe place his User ID, his Passcode 
and, where appropriate, the Device/Mechanism Producing 
Single Use Codes or such other 1bank Payment 
Instruments as the Bank may specify from time to time; 

 He shall destroy any notice regarding his Passcode 
immediately on receipt; 

 He shall not disclose his User ID or his Passcode or the 
Device PIN /Mechanism PIN Producing Single Use Codes 
to any other person; 

   He shall avoid choosing a Passcode that may be easily 
determined, such as birth dates, telephone numbers etc. 
For additional security, he may change his Passcode 
regularly; 

 He shall not note the Passcode on anything carried or 
associated with the User ID or the Device PIN /Mechanism 
PIN Producing Single Use Codes or another 1bank 
Payment Instrument or in any form which is 
comprehensible or otherwise accessible by a third party; 

 He shall never let third parties watch him while entering 
the 1bank User ID and Passcode to access the 1bank 
electronic Services. 

 He shall not do or omit to do anything that might allow the 
improper or unauthorized access or use of 1bank;  

 He shall be responsible for disconnecting and clearing any 
information from any telephone, personal computer or 
other equipment used to access 1bank, before leaving 
such telephone, personal computer or equipment 
unattended; 

 He shall activate his personal computer’s time out feature, 
to lock it when he is not using it;  

 He shall avoid using his personal computer’s auto 
connection feature that saves his Passcode on his personal 
computer; 

 He shall always logout from the 1bank electronic services 
when complete his online banking and he shall not just 
close his browser or his mobile’s application;  

 He shall always carry the Device/Mechanism Producing 
Single Use Codes (if hardware) with him or he shall keep it 
in a secure place to which access is controlled;  

 He shall never disclose to a third party the dynamic secret 
code (One Time PIN - OPTs) generated by his Device 
Producing Single Use Codes, unless this is requested by 
the Bank’s Call Centre Agent which he has called to 
perform a Payment Transaction. 

6.2. If an 1bank Payment Instrument or a Payment Instrument 
issued by a third party (‘TPP’) is stolen, misappropriated, lost, 
damaged, exposed to abuse or there is a possibility or 
suspicion of improper or unauthorized use or  it  is not  
received within the time expected  or  the User  ID and/or 
the Passcode  has  become  known  to  a  third  person,  the  
User  and/or  the  Account Holder shall immediately and 
without delay notify the issuer of the Payment Instrument. In 
case the issuer of the Payment Instrument is 1bank,  the User 
and/or the Account Holder shall notify the Bank at the: Bank of 
Cyprus Public Company Limited, 97 Kyrenia Avenue, 2nd 
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Floor, Plati, Aglantzia, CY- 2113, Nicosia, Cyprus, tel. 
800 00 800 (+357 22 128000 for international calls) on 
Business Days from 7:45 to 18:00 and on weekends from 
09:00-17:00, or in the event of a change of said information, 
at any other address or telephone number that may be 
notified by the Bank from time to time, or at any branch of 
the Bank. During hours which exceed the aforementioned time 
schedule or during non-Business Days, the User may lock his 
User ID by entering 7 times a wrong Passcode. 
6.3. If the User and/or Account Holder has sent a notice to 
the Bank according to subparagraph 6.2, then the User’s 
User Id, Passcode and, where appropriate, 1bank 
Device/Mechanism Producing Single Use Codes or another 
1bank Payment Instrument the Bank may specify from time to 
time, may not be used for accessing or using 1bank directly 
or through a third party (‘TPP’), as mentioned in paragraph 
14.2 and 14.3. If the User wishes to keep having access to 
1bank: 
(i) the User should apply for re-issuing the same User ID 

and/or issuing a new Passcode and/or, where allowed by 
the Bank, for issuing a new 1bank Device/Mechanism 
Producing Single Use Codes or another 1bank Payment 
Instrument the Bank may specify from time to time, or  

(ii) the Account Holder should apply to the Bank for issuing a 
new User ID and Passcode for the User, and where 
appropriate, to provide him with a new Device/Mechanism 
Producing Single Use Codes or such other 1bank Payment 
Instrument the Bank may specify from time to time. The 
Bank shall have the right to charge the Account with any 
fees for re-issuing/replacing the 1bank Payment 
Instrument.  

6.4. The User shall disclose to the Bank all information he is 
aware of regarding the circumstances under which the 1bank 
Payment Instrument was lost, stolen or improperly used or 
revealed to a third person and the Bank may, at its absolute 
discretion, provide the Police or another competent authority 
with any such information. If it is reported that an 1bank 
Payment Instrument has been lost, stolen or that there is a 
possibility of improper use or that the User ID and/or the 
Passcode and/or the Device/Mechanism Producing Single 
Use Codes or such other 1bank Payment Instrument as the 
Bank may specify from time to time has been revealed or 
fallen into the possession of a third person, the said Payment 
Instrument may not be used thereafter. 
6.5. The terms concerning the safeguarding of a Payment 
Instrument contained in more specific agreements for the 
issuing and use of a Payment Instrument shall not be 
affected and shall continue to apply in parallel. 
 
7. BLOCKING OF AN 1BANK PAYMENT 
INSTRUMENT 
7.1. The Bank may at any time and at its discretion request 
and/or demand the Account Holder and/or the User to 
terminate the use of an 1bank Payment Instrument and/or to 
block the use of an 1bank Payment Instrument and/or limit 
and/or deny the Account Holder’s and/or the User’s access 
to 1bank for objectively justified reasons, including: 
(iii) The safety of the 1bank Payment Instrument; 
(iv) The suspicion of unauthorized use or fraudulent use of the 

1bank Payment Instrument; 
(v) A significantly increased risk that the Account Holder is 

unable to settle his debt. 

7.2. In the event that this right is exercised, the Bank shall have 
an obligation to notify the User and/or the Account Holder, in 
any manner it deems appropriate subject to paragraph 15, of 
the blocking of the 1bank Payment Instrument, and the 
reasons thereof, before the blocking of the 1bank Payment 
Instrument or immediately thereafter at the latest. The Bank 
shall not have an obligation to give such notice if such notice 
is contrary to objectively justified security reasons or is 
prohibited by other relevant Cypriot or European Union 
legislation. 
7.3. The Bank shall have an obligation to unblock the 1bank 
Payment Instrument or replace it with a new one once the 
reasons for blocking no longer exist. 
 
8. LIABILITY OF THE BANK, THE USER AND THE 
ACCOUNT HOLDER FOR UNAUTHORISED OR WRONGLY 
EXECUTED OR NON-EXECUTED PAYMENT 
TRANSACTIONS  
8.1. The User and/or the Account Holder should carefully check 
the balances and statements of his Accounts when such 
information is made available in electronic or other form and 
must immediately and without delay notify the Bank at the 
address and/or telephone number specified in subparagraph 
6.2 above, as soon as he becomes aware of any entry in the 
Payment Account of any unauthorized Payment Transaction or 
a wrongly executed authorized Payment Transaction. Failure to 
notify the Bank without undue delay and at the latest within 13 
months from the day that the Payment Account has been 
debited, shall result in loss of his right for rectification of the 
mistake, if any. 
Where the Account Holder is not a Consumer or a Micro-
enterprise, the User and/or the Account Holder shall be 
obligated to notify the Bank for a Payment Transaction that was 
not executed or executed wrongly or without authorization, 
without undue delay and, at the latest, within two (2) months 
from the date of debit or credit, as the case may be.  
8.2. Where the Account Holder is a Consumer or a Micro-
enterprise, in the event that the User and/or the Account Holder 
denies having authorized the Payment Transaction or he 
disputes the correct execution of the Payment Transaction, the 
Bank shall bear the burden of proving that the Payment 
Transaction was authenticated, accurately recorded, entered in 
the Account Holder’s Account and not affected by a technical 
breakdown or deficiency. Where the Account Holder is neither 
a Consumer nor a Micro-enterprise, the Bank shall not bear 
such burden of proof. 
8.3. Subject to the provisions of subparagraph 8.1, if a Payment 
Transaction was executed without the authorization of the User 
and/or of the Account  Holder,  express  or  implied, and the 
amount was debited to the Account,  the  Bank  shall  be  obliged  
to  refund  the Payment Account immediately and no later than 
by the end of the following Business Day, after being notified of 
the Payment Transaction, with the amount of the Payment 
Transaction and, where applicable, to restore the debited 
Payment Account to the state in which it would have been, 
had the said Payment Transaction not taken  place. The Bank 
reserves the right not to immediately refund where there are 
reasonable grounds for suspecting fraud.  
8.4.By way of derogation of paragraph 8.3., the Payment 
Account shall be debited up to a maximum  of  EUR  50  or  
the  equivalent  amount  in  any  currency  (or  another amount 
that may be specified by the Provision and Use of Payment 
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Services and Access to Payment Systems Law of 2018) for 
losses arising until the Bank is notified in accordance to 
subparagraph 6.2 where the losses arise from the use of a  
Payment Instrument which has been stolen, copied, lost, 
damaged, exposed to abuse by third parties or if the User has 
not kept safe his User ID, his Passcode or other credentials 
and where appropriate, the Device/Mechanism Producing 
Single Use Codes or such other Payment Instrument the Bank 
may specify from time to time.  
This paragraph 8.4. shall not apply if:  
(i) the loss, theft or misappropriation of a Payment Instrument 

was not detectable to the User prior to a Payment 
Transaction, except where the User has acted fraudulently; 
or  

(ii) the loss was caused by acts or lack of action of an 
employee, agent or branch of the Bank or of an entity to 
which its activities were outsourced.   

8.5. Notwithstanding paragraphs 8.3 and 8.4 and subject to 
paragraph 8.6, the User and/or the Account Holder is not 
entitled to restitution where losses incurred from P a y m e n t  
Transactions carried out by the User and/or any other person 
who had possession of a  Payment Instrument with the 
consent of the  User  and/or  the  Account  Holder  and/or  who  
acted  under  the  express  or implied authorization of the User 
and/or of the Account Holder or if: 
(i) The loss was incurred due to the fact that the User and/or 

the Account Holder has acted fraudulently, or 
(ii) The loss was incurred due to the failure of the User 

and/or of the Account Holder to use the 1bank Payment 
Instrument according to these Terms and Conditions with 
intent or gross negligence, or 

(iii) The loss was incurred due to the fact that the User and/or 
the Account Holder failed to comply with their obligations 
for the safeguarding of the 1bank Payment Instrument, with 
intent or gross negligence, e.g. if not notifying the Bank of 
a change of address or change of mobile telephone number 
or change of handheld device (mobile or tablet) on which 
the Device/Mechanism Producing Single Use Codes is 
installed on, or 

(iv) The loss results from the breach by the User and/or the 
Account Holder of one or more of their obligations referred 
to in these Terms and Conditions with intent or gross 
negligence, or 

(v) The Bank was not informed of the loss or theft, etc. of 
the 1bank Payment Instrument as mentioned in 
subparagraph 6.2 above, with intent or gross negligence. 

8.6. The Payment Account shall not be debited for any loss 
incurred from unauthorized Payment Transactions where: 
(i) the loss results from the use of the 1bank Payment 

Instrument before the User and/or Account Holder has 
received and/or activated same, unless the failure to 
receive and/or to activate the 1bank Payment Instrument 
is due to the fact that the Bank has not been informed by 
the User and/or the Account Holder of a change of address 
or change of mobile telephone number or change of 
handheld device (mobile or tablet) on which the 
Device/Mechanism Producing Single Use Codes is 
installed on, 

(ii) the User and/or the Account Holder has notified the Bank 
according to subparagraph 6.2 of these Terms and 
Conditions about the loss or theft of a 1bank Payment 
Instrument, unless he acted fraudulently or 

(iii) the Bank failed to provide appropriate means described in 
subparagraph 6.2 above in order to enable the Account 
Holder and/or the User to notify the Bank that the 1bank 
Payment Instrument has been stolen or lost, unless he acted 
fraudulently. 

8.7. If, following the refund of the amount of the Payment 
Transaction by the Bank, a relevant investigation subsequently 
concludes that the Account Holder was not entitled to that 
refund and/or reimbursement, the Bank will reverse the 
crediting and/or will charge the Payment Account with the said 
amount. The Bank will give the Account Holder reasonable 
notice before making any such reversal and/or charge.  
8.8. Subject to the provisions of paragraph 8.1: 
(i) The Bank is liable to the User and/or Account Holder for the 

correct execution of the Payment Transaction where the 
Payment Transaction is initiated directly by the User and/or 
Account Holder, unless it can prove to the User and/or 
Account Holder and, where relevant, to the Payment 
Service Provider of the Payee that the Payment Service 
Provider of the Payee received the amount of the Payment 
Transaction or part thereof in accordance with the time 
frames of execution. The Bank shall be obligated to refund 
the Account Holder immediately with the amount of the non-
executed or defective Payment Transaction and, where 
applicable, to restore the debited Account to the state it 
would have been had the defective Payment Transaction 
not taken place. 

(ii) The Bank is liable to the Payer for the correct execution of 
the Payment Transaction where the Payment Transaction 
is initiated by the User and/or Account Holder through a 
PISP and shall be obligated to refund the Account Holder 
immediately with the amount of the non-executed or 
defective Payment Transaction and, where applicable, to 
restore the debited Account to the state it would have been 
had the defective Payment Transaction not taken place. 

(iii) The Bank shall be liable to the Account Holder for which it 
acts as a Payment Service Provider, for any charges he is 
responsible and for any interest to which he is subject as a 
consequence of non-execution or defective, including late, 
execution of the Payment Transaction.  

In case of a non-execution or a wrong execution of a 
Payment Transaction and irrespective of the liability under 
this paragraph, the Bank shall make immediate efforts to 
trace the Payment Transaction and notify the User and/or 
Account Holder of the outcome, when this is requested by 
the User and/or Account Holder.  
The Bank does not bear any liability or obligation arising 
from this paragraph, excluding subparagraph (ii), where the 
other Payment Service Provider involved in the Payment 
Transaction is located in a non-EEA country.  
The Bank does not bear any liability or obligation arising 
from this paragraph, where the Account Holder is not a 
Consumer or a Micro-enterprise.  
8.9. It is understood that, if a Payment Transaction has not 
been executed or has been executed defectively due to the 
fact that the User ID or Passcode or the dynamic secret code 
generated by the Device/Mechanism Producing Single Use 
Codes provided by the User and/or Account Holder was 
incorrect, the Bank shall not be liable under paragraph 8.8 to 
refund the User and/or Account Holder. It is very important for 
the User and/or the Account Holder to provide the correct 
User ID, Passcode and, where needed, the dynamic secret 
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code generated by the Device Producing Single Use Codes 
for the proper execution of payment orders.  
Nevertheless, in the event of incorrect execution the Bank 
shall take reasonable steps to recover the funds which concern 
the Payment Transaction. Where the recovery of the funds shall 
not be possible, the Bank shall provide the User and/or the 
Account Holder, following his written request, with all the 
information available to it, which is important to the User and/or 
the Account Holder, so that he/they may bring a legal claim to 
recover the funds. The Bank may charge the User and/or the 
Account Holder for the reasonable costs it has incurred with 
respect to the steps for recovering the funds. 
It is understood that the Bank shall not be obligated to refund 
any amount prior to receiving confirmation of the cancellation of 
the order by an associate and/or intermediary whom the Bank 
uses for the purposes of effecting the Payment Transaction. It is 
provided that if the amount of the payment order has been 
converted in another currency, the Bank shall be obligated to 
refund the amount of the Payment order after converting it back 
to the original currency at the buying rate applicable on the date 
of crediting the Account and which is based on the Reference 
Exchange Rate.   
8.10. The Bank shall not be liable for any failure to comply with 
its obligations vis-à-vis the Account Holder and/or the User 
under these Terms and Conditions: 
(i) if this is due to abnormal or unforeseen circumstances 

outside the Bank’s reasonably control which cannot be 
avoided despite the Bank’s reasonable efforts to the 
contrary, or 

(ii) if the non-compliance is due to the obligations of the Bank 
under Cyprus or European Union Law. 

 
9. LIABILITY OF THE BANK FOR AUTHORIZED PAYMENT 
TRANSACTIONS 
9.1. If the User and/or Account Holder has authorized a 
Payment Transaction and provided the following conditions are 
met, the Bank shall refund the Account the full amount of the 
Payment Transaction debited to the Account:  
(i) the Payment Transaction was initiated by or through the 

Payee;  
(ii) the Payment Transaction was made to a Payee located in 

the European Economic Area (EEA); 
(iii) the User and/or Account Holder submits a request within 

eight (8) weeks from the date of debiting the Account;  
(iv) the authorization did not specify the exact amount of the 

Payment Transaction and  
(v) the amount of the Payment Transaction exceeds the 

amount the User and/or the Account Holder could 
reasonably have expected, taking into account his 
previous spending pattern, the conditions of the present 
Terms and Conditions and relevant circumstances of the 
Payment Transaction, except where this is due to an 
increase or decrease associated with currency conversion 
provided this is according to these Terms and Conditions.  

The Bank shall not refund the amount of the Payment 
Transaction if the User and/or Account Holder has given his 
consent to execute the Payment Transaction and information 
on the Payment Transaction was provided or made available 
in an agreed manner to the User and/or Account Holder at least 
four (4) weeks before the date on which the Account was 
debited.  

9.2. At the Bank’s request, the User and/or Account Holder shall 
give the Bank all the necessary evidence as per subparagraph 
9.1 in support of his request for refund.  
9.3. Within ten (10) days from the date of the request for refund, 
the Bank shall refund the amount of Payment Transaction or 
provide the User and/or Account Holder with an explanation as 
to why it has refused to refund the amount and shall indicate to 
the User and/or the Account Holder the bodies to which he may 
refer the matter, i.e. file a complaint to the national authorities 
or act according to the provisions of paragraph 17.  
 
10. ALERTS 
The User and the Account Holder accepts that Alerts shall be 
transmitted through any delivery channel such as the Internet, 
the telecommunications network or any other means of 
communication, on any device such as mobile telephone, 
personal computer, tablet or any other equipment indicated by 
the User, by submitting, through 1bank, the relevant telephone 
numbers and/or e-mail addresses and/or any other information.  
The User and the Account Holder acknowledge and accept 
that: 
(i) The Bank is not and shall not be liable for the deletion, part 

deletion or failure to transmit any messages;  
(ii) The Bank makes no warranty that the Alerts service will be 

uninterrupted, timely, secure or error-free, or that the 
service will be available at any particular time or location;  

(iii) The Bank shall not be liable in any way for any loss or 
damage of any kind, incurred by the User and/or the 
Account Holder as a result of the content transmitted via 
the Alerts service;  

(iv) The messages shall be transmitted to the telephone 
numbers and/or e-mail addresses or any other addresses 
indicated by the User and in the event that the User 
indicates telephone numbers and/or e-mail addresses 
and/or any other addresses other than those of the User 
and/or the Account Holder, the Bank shall not be liable in 
any way for any loss, damage or inconvenience suffered by 
the User and/or the Account Holder and/or the person to 
whom the messages were transmitted. 

 
11. JOINT ACCOUNTS 
Notwithstanding any orders or mandates for the operation of 
a joint account held with the Bank by two or more persons 
(hereinafter a “Joint Account”) the Co-Account Holders of the 
Joint Account may authorize any person, including one of the 
Co-Account Holders, to be a User of 1bank, provided that all 
Co-Account Holders of the Joint Account so consent. 
 
12. FIXED DEPOSIT ACCOUNT  
12.1. Through the 1bank Service, the User is able to renew 
(renew with the same capital, with increased capital, with 
reduced capital etc.)  fixed deposit Accounts held in euro or any 
other currency connected to the subscription with ‘Full Access’.  
It is understood that the specific terms for the opening of such 
Account(s) also apply. 
12.2. This Service mentioned in paragraph 12.1 above may be 
accessed and used provided that:  
(i) The Account Holder being a natural person, has completed 

and submitted the relevant Registration Form and any other 
relevant documents to branches or departments of the 
Bank or has followed the online registration procedure via 
1bank internet banking or Mobile app in order to connect 
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fixed deposit Account(s) with ‘Full Access’ and, where 
applicable, has completed and submitted to the Bank the 
necessary documents and forms required by the Bank for 
authorisation of a User to renew fixed deposit Account(s).  

(ii) The Account Holder being a legal person, has completed 
and submitted the relevant Registration Form and any 
other relevant documents at branches or departments of 
the Bank to connect fixed deposit Account(s) with ‘Full 
Access’ and has completed and submitted to the Bank the 
necessary documents and forms required by the Bank for 
authorisation of a User to renew fixed deposit Account(s).  

The term ‘Full Access’ has the same meaning as explained in 
the Registration Form. 
12.3. Where the Account Holder authorizes a different person 
to act as a User on his behalf, according to subparagraph 12.2, 
the Bank accepts orders for renewal from the User and such 
orders are deemed to be valid and authorised by the Account 
Holder. The Bank shall not be liable for any loss suffered by the 
Account Holder and/or the User by reason of acting on the 
basis of orders given by the User. This subparagraph also 
applies to joint Account(s), where the Bank receives orders for 
renewal by a co-Account Holder.  
12.4. The fixed deposit Account will be automatically renewed 
at its expiration with or without interest, based on the standard 
interest rate of the Bank that applies from time to time for such 
Accounts and with the same terms and duration at any 
subsequent expiration, unless the User and/or Account Holder 
informs the Bank through 1bank Service, within the timeframe 
announced by the Bank from time to time, that he wants a 
renewal under specific terms, including the following:  
(i) renewal with interest added on the fixed deposit Account 

and addition of amount from a different Account,  
(ii) renewal with interest to be transferred to a different 

Account,  
(iii) renewal with interest and part of the capital to be 

transferred to a different Account,     
(iv) renewal with interest to be transferred to a different 

account, 
(v) renewal with interest and part of the capital to be 

transferred to a different account, 
(vi) request the issuance of a banker’s draft, 
(vii) change the duration of the fixed deposit Account 
After receiving, through 1bank, the orders for the renewal of 
fixed deposit Accounts, certain renewals may take place 
manually by the Bank.  
It is understood that, should the renewal be done through the 
1bank Service, the interest rate applicable will always be the 
standard interest rate of the Bank that applies from time to time 
for such Accounts/amounts/currencies.  
Furthermore, it is understood that, where a transfer of money 
to a third party (transfer of interest and/or capital) or from a third 
party account (increase of capital) will take place, a dynamic 
secret code generated by the Device Producing Single Use 
Codes or by another 1bank Payment Instrument will be 
needed.  
12.5. The Bank will not be liable if the User does not manage 
to give orders on time for the renewal of fixed deposit 
Account(s), as explained in subparagraph 12.4 above, due to 
technical, maintenance, and administrative reasons or due to 
the negligence or oversight or omission of the User.  
12.6. The Bank may refuse to act on the basis of an order for 
renewal of fixed deposit Account(s), for objectively justified 

reasons and/or in order to comply with any applicable law. In 
such case the Bank will inform the User and/or Account Holder, 
except where this is prohibited by other relevant Cypriot or 
European Union legislation. 
12.7. In case the Bank receives contradictory and/or different 
orders for the renewal of any fixed deposit Account(s) by the 
User and the Account Holder and/or by the co-Account Holders 
in case of joint Accounts, the order received first by the Bank 
will be deemed to prevail.   
12.8. For the purposes of this paragraph 12, the authorization 
given by the Account Holder to a User and/or co-Account 
Holder for the renewal of fixed deposit Account(s) shall be 
revoked with the termination and/or closure of the fixed deposit 
Account and/or by removing the connection with Full Access of 
the fixed deposit Account with written notice given by the 
Account Holder(s) to the Bank.  
12.9. In cases where the signature of more than one person is 
needed for an order to be send to the Bank (multiple 
signatures), it is understood that the Bank cannot act on the 
order unless all signatures are collected. The Bank shall not be 
liable for any loss suffered by the Account Holder and/or the 
User by reason of negligence or omission or delay of such order 
to be given on time for the renewal of any fixed deposit 
Account(s). 
 
13. DEATH OR INCAPACITY OF A USER OR ACCOUNT 
HOLDER 
Notwithstanding the death or incapacity of a User and/or of the 
Account Holder, the Bank shall be entitled to provide all 
information requested and to execute all orders given through 
1bank with the use of the User ID, the Passcode and where 
applicable, the Device/Mechanism Producing Codes for Single 
Use or any other Payment Instrument of 1bank as determined 
by the Bank from time to time until the Bank has received 
notice of such death or incapacity. 
 
14. DISCLOSURE OF INFORMATION AND DISCLOSURES 
TO TPPS 
14.1. These Terms and Conditions of 1bank should be read 
alongside the Bank’s Privacy Statement, which can be found at 
http://www.bankofcyprus.com.cy/en-
gb/contact_us/privacy-notice/ (the ‘Privacy Statement’). The 
Privacy Statement sets out more detailed information about the 
Bank’s use of Personal Information. User and Account Holder 
and any Co-Account Holder should review this Privacy 
Statement to ensure that he understands how the Bank 
processes his Personal Information and understands his rights 
in respect of it.  
14.2. Where the User and/or the Account Holder of a Payment 
Account enters into a contractual relationship with a TPP and/or 
allows a TPP to access information on a Payment Account or 
to make a Payment Transaction for him from the Payment 
Account and/or in general uses the services of a TPP, the User 
and/or Account Holder and/or any Co-Account Holder agrees 
that the Bank shall disclose to that TPP, Payment Account 
information and/or grant the TPP access to the Account 
Holder’s Payment Account(s) to the extent requested by the 
User and/or Account Holder, provided that:  
(i) such TPP is authorized or registered by the national 

competent authority in the EU pursuant to the Provision 
and Use of Payment Services and Access to Payment 

http://www.bankofcyprus.com.cy/en-gb/contact_us/privacy-notice/
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Systems Law of 2018, or such other national 
implementing legislation in respect of Directive (EU) 
2015/2366; and  

(ii) the Account Holder of a Payment Account has given his 
explicit consent to the Bank to grant such TPP’s request, 
or has explicitly authorized the User to give this consent 
and the User has given this consent; and 

(iii)  the Bank discloses such information and/or grants such 
access subject to any limitations that the Account Holder 
of a Payment Account or the User, where applicable, has 
brought to the attention of the Bank; and  

(iv) the User, Account Holder and/or TPP’s request is made in 
accordance to the Provision and Use of Payment 
Services and Access to Payment Systems Law of 2018 
and any other applicable law; and       

(v) the Bank and/or any other relevant authority has not 
blocked the access of such TPP due to violation by such 
TPP of any applicable law and/or where there are concerns 
that it is acting on an unauthorized or fraudulent basis 
and/or it does not meet the required security measures and 
standards. In that case, the Bank will inform the User 
and/or the Account Holder of its refusal unless doing so 
would compromise reasonable security measures and/or 
any applicable national or European law.  

(vi) Where the User and/or Account Holder is provided with a 
card-based payment instrument by a TPP which is linked 
to an Account which is accessible online, the card-based 
payment instrument issuer may request confirmation from 
the Bank that an amount necessary to execute the card-
based Payment Transaction is available on the Account 
Holder’s Account. The User and/or Account Holder agrees 
that the Bank may provide this confirmation in the form of 
a simple “Yes” or “No” communication immediately in 
response to each such request. 

14.3. For the avoidance of doubt, paragraph 14.2 applies to a 
Joint Account which is a Payment Account. You hereby agree 
that a Co-Account Holder (or a User authorized in accordance 
with paragraph 11) may provide the consent necessary to 
authorize the Bank to allow a TPP to access information on or 
make a Payment Transaction from a Joint Account which is a 
Payment Account. 
14.4. To revoke the consent given under paragraphs 14.2 and 
14.3 the User, an Account Holder or a Co-Account Holder of a 
Payment Account shall inform the Bank through accessing the 
digital service channels of 1bank or, where an Account Holder 
or Co-Account Holder is not a natural person, the revocation 
shall be done via the completion of a paper application form 
that can receive from any branch of the Bank or online at the 
website of the Bank.  
 
15. NOTICES AND INFORMATION PROVIDED TO AND 
FROM THE BANK 
15.1. Subject to paragraph 15.10, any notice, communication, 
or other document required to be sent or made available to 
the User and/or the Account Holder by the Bank under these 
Terms and Conditions shall be sent or made available by the 
Bank, in a manner it deems appropriate, including the 
following:  
(i) email to the electronic address, (email) given by the User 

and/or the Account Holder respectively, or 
(ii) by Messages through 1bank, or 
(iii) by telephone, or 

(iv) by text messages to mobile telephones (sms), or 
(v) by notifications through 1bank, or 
(vi) by announcement in the press, or 
(vii) by  documents/forms  available  at  the  Bank’s  branches  

or  on  the  website www.bankofcyprus.com.cy, or 
(viii) electronically through 1bank digital service channels.  

15.2. As regards the information provided for the Accounts, it 
is stated that the Bank currently operates an on-line system, 
which enables immediate updates of the Accounts. Despite 
this, the time required for completing the processing of 
Payment Transactions may vary depending on their nature 
and whether they can be immediately processed.  Accordingly, 
the User and/or the Account Holder acknowledges and 
accepts that information regarding the Account balance and 
the processing of Payment Transactions through 1bank is as 
updated as the Bank’s systems permit at the time of the 
enquiry, but it may not include current Payment Transactions 
that have not yet been processed or verified.  
15.3. Subject to paragraph 15.10, the Account statements, 
which show the executed Payment Transactions and/or the 
crediting and/or debiting of the Payment Account, shall be made 
available, free of charge, once a month to the Account Holder 
either: 
(i) Electronically, through 1bank: The Account statement will 

be available electronically up to five (5) years back and the 
Account Holder and/or the User is encouraged to print 
and/or download the Account statement for future use. 

(ii) In writing, at any branch of the Bank. The Account Holder 
and/or the User are able to visit any branch of the Bank and 
receive his Account statement.  

The Bank may not provide an Account statement if there have 
not been any Payment Transactions since the last Account 
statement that the Bank has provided.  
In the event that the Account Holder requests from the Bank 
the posting of his Account statement or requests its 
transmission in a different way than those mentioned above or 
requests any additional information or a more frequent 
provision of the aforementioned information, it is agreed that 
the Account Holder shall be charged for the provision of such 
information in accordance with the Table of Commissions and 
Charges of the Bank, as amended from time to time and is 
available at the Bank’s branches and the Bank’s website, 
www.bankofcyprus.com.cy. 
The Account Holder and/or the User shall be obligated to notify 
the Bank within a reasonable period of time in the event that a 
statement of his Account was not provided or made available to 
him so that the Bank may take all necessary actions to make 
the aforesaid statement available to the Account Holder. 
Otherwise, the Bank shall consider that the Account Holder has 
received the Account statement. 
15.4. The Bank shall not be liable for any damages incurred 
as a result of the information about the balance of the Account 
statement not being accurate or updated or any Account 
balance information not being accurate or updated, as 
mentioned under paragraph 15.2 above. 
15.5. Despite the above, as soon as the User receives any 
notification regarding 1bank from the Bank, he shall notify 
the contents of the relevant notification and/or the notification 
itself to the Account Holder. This subparagraph shall apply 
vice versa also where the Account Holder receives any 
relevant notification. 

http://www.bankofcyprus.com.cy/
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15.6. The User and/or the Account Holder may communicate 
information or notify the Bank, unless otherwise provided by 
these Terms and Conditions, by telephone or in writing at the 
telephone number or at the address set out in subparagraph 
6.2 above or at another telephone number or address that may 
be determined by the Bank from time to time. 
15.7. The User and/or the Account Holder may send any 
questions, suggestions, complaints or any other comments to 
1bank through Messages. The User and/or the Account 
Holder may not send any of the following through Messages: 
messages  requiring  immediate response,  Payment 
Transactions, instructions  concerning  cheques,  notifications  
for  change  of  address  or  other details of the User and/or 
the Account Holder or notifications required to be made in 
accordance to subparagraph 6.2. 
15.8. Any communication and notifications shall be made in 
Greek or in English, as selected by the Account Holder and/or 
the User. 
15.9. The Bank may contact the User and/or the Account 
Holder by phone using the contact details held in the Bank’s 
systems, in cases where there is a suspicion of fraud or 
security threat and/or for operational reasons and/or in an 
effort to avoid the misuse of the User’s User ID and Passcode.  
The Bank will never ask the User and/or Account Holder to 
disclose any personal information on his 1bank log-in 
credentials through emails, popup windows and banners. The 
User and/or Account Holder shall never reveal through the 
Internet or email or through other electronic media his 
personal details such as User ID, Passcode, codes produced 
by Devices/Mechanisms Producing Single Use Codes etc. 
However, the User ID and a One Time Password (‘OTP’) may 
be required for Call Centre Transactions. 
15.10. Subject to any applicable law, where the Account 
Holder is not a Consumer or a Micro-enterprise, the Bank may 
but shall not be obligated to make available the information 
which it has an obligation to provide to Consumers according 
to the Provision and Use of Payment Services and Access to 
Payment Systems Law of 2018.  
 
16. COMMISSIONS AND 
CHARGES 
The  Bank  shall  have  the  right  to  charge  a  commission  
and/or  fees  for execution of Payment Transactions through 
the 1bank digital service channels  and/or through the use of 
the services of a third party (‘TPP’), as explained in 
paragraphs 14.2 and 14.3, in accordance with the Table of 
Commissions and Charges of the Bank of Cyprus which is 
applicable at the execution  time,  as  this  may  be  amended  
from  time  to  time,  which  shall  be provided to the User 
and/or the Account Holder and is available to the User and/or 
the Account Holder at all the branches of the Bank as well as 
on the internet through the website 
www.bankofcyprus.com.cy. 
 
17. AVAILABILITY OF SERVICES AND COMPLAINTS 
PROCEDURE 
17.1. Despite the fact that it is the Bank's intention that 1bank 
shall be available to the Users 24 hours a day, there will be 
occasions when due to technical, security, system 
maintenance, industrial action, administrative or other reasons 
(whether within the control of the Bank or not) some or all of 
the Services normally available through 1bank will not be 

available. Accordingly, the Bank may from time to time, without 
incurring any liability, temporarily suspend any or all of the 
1bank Services. 
17.2. The Bank may, but shall not be obligated, to record or 
monitor telephone communications for security and training 
reasons and maintain quality standards for the provision of 
services. Any such recordings or transcripts may be used as 
evidence in any dispute. 
17.3. The Bank does its best to offer a complete service at all 
times but cannot guarantee it. In the event of failure by the Bank 
to deliver the standard of service expected by the User and/or 
the Account Holder, or if in the User’s and/or Account Holder’s 
opinion the Bank has made a mistake, it is recommended that 
the User and/or Account Holder initially communicates with his 
personal Customer Service Officer at the Bank, and if not 
satisfied, he may submit his complain in any of the following 
ways: 
(i) Through the Bank’s website at www.bankofcyprus.com.cy, 

by sending a message to the 1bank Service or by Webform 
if the complainant is not an existing User or Account Holder, 
or 

(ii) By calling the 1bank Call Centre at 800 00 800 (+357 -
22128000 for international calls) during Business Days from 
7:45 to 18:00 or weekends from 09:00 to 17:00, or  

(iii) by visiting any Bank branch or  
(iv) by post, at the following address:  

Bank of Cyprus Public Company Ltd, 
Digital Service Channels (1bank), 
P.O. Box 21472, 
1599 Nicosia, 
Cyprus 

(v) by printing and completing the Complaint Submission 
Form which is posted on the Bank’s website at 
www.bankofcyprus.com.cy.  

(vi) In submitting his complaint, the User and/or the Account 
Holder must include the following information: 

a. The User’s and/or the Account Holder’s full name 
and postal address 

b. His ID/passport number 
c. His e-mail address 
d. His telephone number 
e. Detailed description of his complaint 
f. The means by which the User and/or the Account 

Holder wish the Bank to contact him (by 
telephone/email/post). 

 
Upon receiving the complaint and no later than two (2) Business 
Days from its receipt, the Bank shall send an 
‘Acknowledgement of Receipt of Complaint’ to the User and/or 
Account Holder, which shall include a reference number of the 
complaint. This reference number shall be used by the User 
and/or the Account Holder in his communication with the Bank 
in the future. 
The Bank shall investigate the complaint and, proportionate to 
the nature and information available, shall make efforts to find 
ways of resolving the matter. The User and/or Account Holder 
shall be notified by the Bank of the proposed way of resolving 
the complaint as soon as possible and no later than three (3) 
months from the date of receipt of the complaint by the Bank. 
As regards complaints relating to Payment Services, the User 
and /or Account Holder will be informed of the proposed way to 
resolve the complaint no later than fifteen (15) Business Days 
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or, if that is not possible, within thirty-five (35) Business Days 
provided that the User and/or the Account Holder is informed 
of this delay.  
If the User and/or Account Holder is a natural or legal person, 
club or charity, trust or a Consumer in general as stated in the 
relevant legislation, and is not satisfied by the solution 
suggested by the Bank and the actions it has taken to resolve 
the complaint or if three (3) months have passed from the date 
of receiving the ‘Acknowledgement of Receipt of Complaint’ 
without the User and/or Account Holder having received a 
pertinent answer, the User and/or Account Holder shall have 
the right to submit his complaint to the Financial Ombudsman 
within four (4) months. 
17.4. For complaints related to the Provision and Use of 
Payment Services and Access to Payment Systems Law of 
2018 (as amended from time to time), the User and/or the 
Account Holder may also refer the matter to the Central Bank 
of Cyprus at +357 22 71 41 00, FAX: +357 22 71 49 59 
POSTAL ADDRESS: 80, KENNEDY AVENUE, CY-1076 
NICOSIA or P.O.BOX 25529, CY-1395 NICOSIA.   
Moreover, the User and/or the Account Holder may refer 
his/their complaint to the Financial Ombudsman of the 
Republic of Cyprus under the Law Relating to the 
Establishment and Operation of a Single Agency for the out of 
Court Settlement of Disputes of Financial Nature of 2010, as 
amended from time to time (The Financial Ombudsman Law), 
or use the means of out-of-court dispute resolution as 
explained in the Alternative Dispute Resolution for 
Consumers Law, of 2017, as amended from time to time.  For 
the purpose of the latter Law the Alternative Dispute 
Resolution body selected by the Bank is the Financial 
Ombudsman. The Ombudsman’s contact details are stated 
on the website www.financialombudsman.gov.cy. 
 
18. VARIATIONS OF THESE TERMS AND 
CONDITIONS 

18.1.The Bank reserves the right at any time to supplement or 
change these Terms and Conditions to reflect good banking 
practice, the products offered, the Bank’s policy in  
accordance with the regulatory framework, system capacity, 
to provide clarity to and/or simplify the wording used and/or 
for one or more of the following reasons or changes as they 
apply from time to time, where it would be reasonable for the 
Bank to pass the impact of that reason or change on to the 
Customer: 

 
- the framework of the monetary and credit rules,  

 
- market conditions, 
 
- liquidity costs incurred by the Bank, 
 
- changes to the cost of funding  
 
- costs incurred by the Bank in providing its services, 
 
- changes to market rates and tax rates, 
 
- changes to the Bank’s business, systems, services or 
facilities, 

 
- changes in general law, applicable legislation or 
regulations, 
 
- decisions, guidelines or recommendations the Bank has to 
follow, such as those made by a court, regulator or the 
Financial Ombudsman service, 
 
- changes in or introduction of new technology, 
 
- other reasons for which it would be reasonable for the Bank 
to make such changes and/or amendments as described 
above. 
 
The Bank may also make such changes and/or amendments 
for any other reason whatsoever. 
 
 
The provisions of this paragraph may concern the amendment 
of any term of these Terms and Conditions including 
commissions and charges as per paragraph 16, provided that:   
(i) The Bank will give at least 60 calendar days’ notice 

before making any change that concerns Payment 
Services.  

(ii) For any changes that do not concern Payment Services, if 
the change is to the advantage of the User and/or the 
Account Holder it will take immediate effect and the User 
and/or the Account Holder will be informed within 30 
calendar days. If the change is neither to the advantage or 
disadvantage of the User and/or the Account Holder, the 
Bank will give at least 30 calendar days’ notice before 
making the change. If the change is to the User’s and/or 
the Account Holder’s disadvantage the Bank will give at 
least 60 calendar days’ notice before making the change. 

(iii) Any variation of the Reference Interest Rate or Reference 
Exchange Rate shall be immediately binding on the User 
and/or the Account Holder, who will be informed, at the 
earliest opportunity, in any durable medium the Bank 
deems to be more appropriate, in accordance to 
paragraph 15. In case the variation is favorable to the User 
and/or the Account Holder such variation may apply 
without notice. 

(iv) Unless otherwise specifically provided in these Terms and 
Conditions, the User and/or the Account Holder will be 
notified for any amendment in any durable medium the 
Bank deems to be more appropriate, in accordance to 
paragraph 15.  

(v) Where the Account Holder is neither a Consumer nor a 
Micro-enterprise, any changes may enter into force 
without prior notice.  

18.2. Despite the above, as soon as the User receives any 
notification regarding the amendment of these Terms and 
Conditions, he shall have an obligation to notify the contents 
of the relevant notification and/or the notification itself to the 
Account Holder. This subparagraph shall apply vice versa also 
in the event that any relevant notification is received by the 
Account Holder. 
18.3. The Account Holder shall be deemed to have accepted 
the amendments proposed by the Bank, unless he notifies the 
Bank that these are not accepted prior to the proposed date of 
entry into force of the amendment. If the Account Holder does 
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not accept the amendment, he may terminate these Terms and 
Conditions immediately, without charge, prior to the proposed 
date of entry into force of the amendment, subject to the 
provisions of these Terms and Conditions and specifically 
paragraph 19.6 below.  
If the Account Holder does not accept the amendment, he may 
terminate his authorization immediately by providing written 
notice to the Bank, without charge, prior to the proposed date 
of entry into force of the amendment, subject to the provisions 
of these Terms and Conditions and specifically paragraph 19.6 
below.  
If the User does not accept the amendment, he may 
terminate/revoke the authorization given to him immediately by 
providing written notice to the Bank, without charge, prior to the 
proposed date of entry into force of the amendment, subject to 
the provisions of these Terms and Conditions and specifically 
paragraph 19.6 below. 
 
 
 
19. DURATION AND TERMINATION OF THESE TERMS 
AND CONDITIONS 
19.1. These Terms and Conditions shall be in the English 
language and shall be of indefinite duration. At any time during 
the term of these Terms and Conditions, the User and/or the 
Account Holder shall have the right, to receive these Terms 
and Conditions as well as the information and terms that the 
Bank is obliged to provide in writing or other durable medium 
under the Provision and Use of Payment Services and Access 
to Payment Systems Law of 2018. 
19.2. The Account Holder may terminate these Terms and 
Conditions at any t ime by giving notice to the Bank. The 
Account Holder may terminate his authorization to the User 
and the User may terminate/revoke the authorization given to 
him by giving written notice to the Bank. 
19.3.  The Bank may terminate these Terms and Conditions at 
its absolute discretion by giving prior two (2) month notice in 
writing or any other durable medium. 
19.4. The Bank may terminate with immediate effect these 
Terms and Conditions as well as the access to 1bank in any of 
the following circumstances: 

 
(a) if the Account Holder and/or the User is deceased or 
becomes mentally incapacitated, 
(b) if the Account Holder and/or the User is declared 
bankrupt,  
(c) where any Payment Account or any other account of 
the Account Holder and/or the User or any service 
provided by the Bank through 1bank is used for, or 
Account Holder and/or the User is/are otherwise engaging 
in, money laundering or any other illegal or fraudulent 
purpose, or the Bank reasonably believes that this has 
happened or is happening ,  
(d) in the case of legal persons, if the Account Holder is 
placed under liquidation or an application is made by any 
person for the Account Holder’s liquidation, or the Account 
Holder is dissolved,  
(e) due to a repeated or serious breach of any term of 
these Terms and Conditions by the Account Holder and/or 
the User or by a person authorized to act on his/their 
behalf,  

(f) where there is a reasonable suspicion or risk of fraud or 
fraudulent or unauthorized use of any Account or of a 
Payment Instrument and/or of any service provided by the 
Bank through 1bank and/or of the security features of any 
of the above by any person, 
(g) where the Bank reasonably believes there are 
suspicious Payment Transactions, 
(h) where there is an increased risk of inability to settle the 
balance or in the event of failure of settling the balance of 
an Account, 
(i) for compliance reasons in accordance with the 
regulatory framework, 
(j) If the Account Holder and/or the User refuse(s) or fail(s) 
to comply with the "Know Your Customer" (KYC) and/or 
due diligence procedures under applicable anti-money 
laundering laws and regulations of Cyprus and/or the 
European Union and/or directives of the Central Bank of 
Cyprus and/or the European Central Bank, and refuse(s) or 
fail(s) to provide, at the Bank's request, any documents, 
information and other particulars reasonably required to 
enable the Bank to perform and to be satisfied that it has 
complied with all necessary "Know Your Customer" and/or 
due diligence controls in accordance with all applicable 
anti-money laundering laws, regulations and/or directives. 
In such a case, the Bank shall notify the Account Holder 
and/or the User and/or his/their personal representatives or 
trustee in bankruptcy or liquidator and/or any person 
authorized to act on behalf of the Account Holder and/or 
the User (as the case may be) of its decision as well as of 
the reasons behind it, prior or immediately after such 
termination, unless this is contrary to Cyprus or European 
Union law. The Bank shall cancel the termination, if it is 
satisfied that the reasons for termination do not apply. 

 
19.5. As soon as the User receives any notification by the Bank 
according to paragraphs 19.3 & 19.4 of these Terms and 
Conditions, he shall have an obligation to notify the contents of 
the relevant notification and/or the notification itself to the 
Account Holder. This subparagraph shall also apply vice versa 
in the event that any relevant notification is received by the 
Account Holder. 
19.6. Where any charges are imposed on a regular basis for the 
provision of 1bank, the Account Holder shall be obliged to pay 
only the proportion of charges due up to the time of termination. 
The Bank shall be obliged to reimburse any pre-paid charges 
corresponding to the time after termination. 
 
20. INTELLECTUAL PROPERTY RIGHTS 
It is prohibited to copy, distribute, send or broadcast by 
electronic or other means, or to adapt or re-adapt any material 
of 1bank without the Bank’s prior written consent, as such 
material constitutes and remains intellectual property of the 
Bank. 
 
21. LINKS FROM THE BANK’S WEBSITE 
The  User  may  be  directed  from the Bank’s website via 
special links, hyperlinks  and  banners  to  websites  belonging  
to  third  parties and/or may be offered a Single Sign On to third 
party platforms to have access to certain functions/information 
that is available to the User,  the  content of which is the sole 
responsibility of the said third parties. The Bank does not 
guarantee their availability and shall not be liable for their 
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content, correctness, legality, completeness, update and 
accuracy of information provided through these websites or 
platforms or applications as well as for any loss suffered by 
the User and/or the Account Holder by accessing and using 
information from such websites or platforms. 
 
 
 
 
22. THE PROVISION AND USE OF PAYMENT SERVICES 
AND ACCESS TO PAYMENT SYSTEMS LAW OF 2018, 
THE SUPPLEMENTARY AGREEMENT GOVERNING THE 
RELATIONSHIP BETWEEN THE BANK OF CYPRUS 
PUBLIC COMPANY LIMITED AND ITS CUSTOMERS WITH 
RESPECT TO PAYMENT ACCOUNTS, AND OTHER 
SPECIFIC AGREEMENTS 
22.1. 1bank is a method of accessing and using services 
provided by the Bank. Accordingly, save to t he extent that 
t h e s e  T e r m s  a n d  C o n d i t i o n s  provide otherwise, all 
mandates/instructions relating to the Account and all terms 
and conditions applicable to the Account as well as the 
Supplementary Agreement governing the Relationship 
Between the Bank of Cyprus Public Company Limited and its 
Customers with respect to Payment Accounts, remain in full 
force and effect. 
22.2. The User and/or the Account Holder may not use 1bank 
in order to transfer funds from the Account without giving the 
period of notice required by the terms and conditions 
applicable to the Account. Accordingly, with regards to any 
order for a Funds Transfer, Credit Transfer, Bill Payment or 
other transaction involving a withdrawal from the Account, 
received through 1bank, the Bank may require  the  User  
and/or  the  Account Holder  to  give  the  notice  of  withdrawal 
required by the terms and conditions applicable to the 
Account. Failure by the User and/or of the Account Holder to 
do so respectively may result in a delay in the execution of 
the order or, at the Bank's discretion, the charging of a fee 
payable to the Bank according to the Bank's Table of 
Commissions and Charges in force at the time. 
22.3. The User and/or Account Holder may not use 1bank to 
create any indebtedness to the Bank or create any overdraft 
or cause an overdraft or other limit of a current or any other 
account to be exceeded, unless that indebtedness or limit has 
been previously agreed by the Bank. Accordingly, any order 
for a Transfer, Credit Transfer, Bill Payment or other 
transaction involving a withdrawal from the Account received 
through 1bank, will require that there are sufficient available 
funds in the Account or a sufficient overdraft or other limit 
available on the Account in order for the order to be executed. 
22.4. The User and/or the Account Holder acknowledge that 
Funds Transfers in favour of Third Parties are made under the 
express condition that these shall be accepted by the Third 
Party. If such Third Party declines the transaction, the Funds 
Transfer may be reversed, and the User and/or the Account 
Holder will be notified. 
22.5. Certain terms of these Terms and Conditions are in 
compliance with the Provision and Use of Payment Services 
and Access to Payment Systems Law of 2018 (31(Ι)/2018) 
that entered into force on the 18th April 2018. If any term 
appears not to be consistent with the said Law (as amended 
from time to time), the Bank shall comply with the terms of 
the Law and shall proceed with making any necessary 

amendments/corrections to these Terms and Conditions in 
their next revision. 
 
23.GOVERNING 
LAW 
These Terms and Conditions shall be governed by and 
construed in accordance with the laws of the Republic of 
Cyprus and the Courts of the Republic of Cyprus shall have 
jurisdiction to settle any dispute which may arise from or in 
relation to these Terms and Conditions. This provision does not 
affect the rights of the Bank or the Account Holder or the User 
to take legal measures before the Courts of any other country 
which may have jurisdiction. 
 
IMPORTANT NOTE: If you wish to obtain a copy of these 
Terms and Conditions in larger print, this is available on 
request and free of charge. 
 
-------------------------------------------------------------------------------- 
 
Additional Services Terms 
In this section, we set out the extra terms and conditions that 
apply to the QuickPay service.  In case you have not already 
activated the QuickPay service you may choose to do so by 
following the activation procedure available in the Bank’s 
mobile banking application. At that point, the Bank reserves 
the right to reject any activation application. 
 
1. INTRODUCTION  
These Terms and Conditions shall be read in conjunction with 
and shall form an inseparable part of the agreements and/or the 
terms for the opening and operation of bank accounts covered 
by the Terms and Conditions of 1bank, and shall include, 
without limitation, the following documents: 
 
 the Terms & Conditions of 1bank 
 the Operating Guidelines of 1bank  
 the Supplementary Agreement governing the Relationship 

Between the Bank of Cyprus Public Company Limited and 
its customers with respect to Payment Accounts 

 the terms of operation of deposit accounts and current 
accounts without overdraft facilities 

 current account with or without overdraft facilities 
agreements 

 the Cards Terms and Conditions and the Prepaid Cards 
Terms and Conditions, with respect to Payment 
Transactions using Cards (debit or credit) and Prepaid 
Cards respectively the Table of Commissions and Charges 
of the Bank of Cyprus. 

 
 

2. DEFINITIONS 
"1bank Service" means the 24-hour electronic service 
provided by the Bank in order to allow the Users of 1bank (as 
defined in the Terms and Conditions of 1bank) to have access 
to and use its Services, including the provision of information, 
the execution of banking transactions as well as to provide to 
other persons general information by the telephone, internet or 
by other means of communication the Bank may determine 
from time to time. 
"Bank" means the Bank of Cyprus Public Company Limited. 
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"Beneficiary" means the recipient of any transfer and/or 
payment made through the QuickPay service, whether a 
private individual or legal person. 
"Business Day" means any day from Monday to Friday except 
Bank holidays in Cyprus. 
"Passcode" means the passcode as it is defined in Terms and 
Conditions of 1bank. 
"QuickPay" means an electronic system of transfers and/or 
payments and is a service provided to Users of 1bank, 
otherwise known as "QuickPay". 
"Services" mean those services provided by the Bank from 
time to time and which may be varied at the absolute discretion 
of the Bank, that may be accessed and used through 1bank, in 
order for the User to inter alia:  
 Receive information regarding the statements of his 

Accounts  
 Effect Fund Transfers 
 To apply for the opening of e- products that are offered 

from 1bank from time to time 
 To apply for the issuing of debit/credit 

card/reissue/replacement of existing card, PIN 
 Το renew notice accounts / change instructions at the 

expiry date /or before the expiry date of the account 
 Use any other Services the Bank may offer from time to 

time through 1bank 
 Use the QuickPay service. 

A list with complete details regarding the Services offered is 
available at 1bank and/or any branch of the Bank and/or at the 
Bank’s website www.bankofcyprus.com.cy. 
The terms "Accounts" and "Fund Transfers" have the same 
meaning as that given to them in the Terms and Conditions of 
1bank. 
"User" means each natural person with access level ‘All 
Services’ and in possession of a User ID and Passcode, who 
applies and uses the 1bank QuickPay service or is authorised 
by any other Joint Account Holder with access level ‘All 
Services’. 
"User ID" means the User ID as it is defined in Terms and 
Conditions of 1bank.  
 
3. ELIGIBILITY  
All Users are eligible to use QuickPay service.  
 
4. TRANSFER LIMITATIONS  
The amount transferred and/or paid through the QuickPay 
service is subject to a daily limit, which is defined on 
www.bankofcyprus.com.cy and might be amended by the Bank 
from time to time, without prior notice to the User. 

 
5. TRANSACTION HISTORY  
All Users can view and/or access their transaction history by 
logging into the 1bank service and check their account 
transaction history and/or the 1bank transaction status. The 
history is also available through e-statements and/or periodic 
statements sent by the Bank. 
 
6. LIABILITY LIMITATIONS  
6.1.The Bank shall not be liable for any damages or losses, 
including but not limited to direct, indirect, consequential, 
special, incidental or punitive damages deemed or alleged to 

have resulted from or caused by using the QuickPay service, 
but not limited to, an unauthorised and/or fraudulent 
transaction, unless the User informs and/or notifies the Bank, in 
a reasonable manner, using the contact details as referred to in 
Term 8 below, as soon as he/she becomes aware that an 
unauthorised and/or alleged fraudulent transaction has 
occurred. 
6.2.The Bank shall not be liable for any damages or losses, 
including but not limited to direct, indirect, consequential, 
special, incidental or punitive damages deemed or alleged to 
have resulted from or caused by theft and/or any other way loss 
of the mobile phone device and/or any bank account number 
used for transfers and/or payments via the 1bank QuickPay 
service, unless the User informs and/or notifies the Bank, in a 
reasonable manner, using the contact details as referred to in 
Term 8 below, as soon as he/she becomes aware of the theft 
and/or loss. In such a case the User agrees to alter his/her 
enrolment information and make all the appropriate changes to 
disable the use of such device and/or account number. The 
User understands that there are risks associated with 
using a mobile device and/or account number, and that in 
the event of theft or loss, his/her confidential information 
could be compromised.  
6.3.The Bank shall in no way be liable for any damages or 
losses including but not limited to direct, indirect, consequential, 
special, incidental or punitive damages deemed or alleged to 
have resulted from or caused by, but not limited to the following 
scenarios or any of them: 
 
 Any loss and/or damages suffered by the User as a result 

of transfers and/or payments made to unintended 
recipient(s) or transfers and/or payments made in incorrect 
amounts, due to the input of inaccurate and/or incorrect 
and/or incomplete information entered and/or given and/or 
submitted by the User through the 1bank QuickPay service, 

 Any loss and/or damages suffered by the User as a result 
of a beneficiary’s decision not to accept a payment made 
through the 1bank QuickPay service, 

 Any loss and/or damages suffered by the User as a result 
of the misuse and/or inability to use the 1bank QuickPay 
service 

 Any loss and/or damages suffered by the User as a result 
of having insufficient funds and/or credit balance in order to 
execute the requested transfer(s) and/or payment(s), 

 Any loss and/or damages suffered by the User as a result 
of any acts of government and/or authority and/or any act 
of God and/or force majeure and/or any reason beyond the 
reasonable control of the Bank, 

 Any loss and/or damages suffered by the User, in case 
his/her account has been closed and/or frozen. 

 
7. PROHIBITED TRANSFER(S) AND/OR PAYMENT(S)  
Transfer(s) and/or payment(s) that violate any law, statute, 
directive and/or European Union directive or Regulation are 
prohibited through the 1bank QuickPay service and the Bank 
has the right, but not the obligation, to monitor, block, cancel 
and/or reverse such payments.  
 
8. CONTACT 
If any of the following events, but not limited to, occur, the User 
should, as soon as he/she becomes aware of any such event/s, 

http://www.bankofcyprus.com.cy/
http://www.bankofcyprus.com.cy/
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inform and/or notify the Bank at the contact details as they are 
provided in the Terms and Conditions of 1bank service 
(paragraph 7.2) and reiterated here: 
 
(a) Suspicion of an unauthorised transaction 
(b) Suspicion of a fraudulent transaction 
(c) Suspicion of a wrongly executed transaction 
(d) Suspicion that wrong and/or incomplete and/or inaccurate 

information has been provided and/or submitted to the 
Bank 

(e) Suspicion that the User ID and/or Passcode has become 
known to a third person 

(f) Suspicion that the mobile phone device has been stolen 
and/or lost. 
 

Contact details:  
Bank of Cyprus Public Company Limited, 97 Kyrenia Avenue, 
2nd Floor, Plati Aglantzia, CY-2113, Nicosia, Cyprus, tel. 800 
00 800 (+357 22 128000 for international calls) on Business 
Days from 7:45 to 18:00, Saturday and Sunday 9:00 until 
17:00, or in the event of a change of said information, at any 
other address or telephone number that may be notified by the 
Bank from time to time, or at any branch of the Bank. During 
hours which exceed the aforementioned time schedule or  non-
Business Days, the User may lock his/her User ID by entering 
3 times a wrong Passcode. 

 
9. SECURITY  
Without prejudice to paragraph 7 of the Terms and Conditions 
of 1bank, if the User has been issued or created any Passcode 
or other credentials to access the 1bank services and/or the 
QuickPay service and/or the application through which the 
QuickPay service is offered, the User agrees not to give or 
make available such Passcode or other credentials to any 
unauthorized individual(s), and the User agrees to be 
responsible for all actions taken by anyone to whom he/she has 
wrongly provided such Passcode or other credentials. 
If the User believes that his/her Passcode or other credentials 
have been lost or stolen or that someone may attempt to use 
them to access the 1bank services and/or the QuickPay 
service without his/her consent, he/she must inform the Bank 
as soon as he/she becomes aware of that, at the Contact 
details as they are provided in Term 8 above.  

 
10. FEES/ CHARGES 
The Bank does not currently charge a fee for the provision of 
the QuickPay service. However, the User may be charged by 
other parties (such as telephone communication providers) for 
receiving SMS (Short Messaging Service) notifications to 
his/her mobile phone. The User will be responsible for any 
excess transaction fees that may apply to his/her account/s or 
fees associated with the use of specific accounts for making 
transfers and/or payments. 
 
11. NOTIFICATIONS  
The QuickPay service uses SMS alerts to notify both the User 
and the Beneficiary, as soon as a payment and/or transfer is 
completed. 
 
12. DISCLOSURE OF INFORMATION – IMPORTANT 
INFORMATION 

Upon registration with the 1bank QuickPay Service, the User 
gives his/her consent and expressly agrees that if other 
subscribers of 1bank QuickPay Service register his/her phone 
number in the electronic system of transfers and/or payments it 
will be revealed to them that he/she is a client of the Bank by 
disclosing the last four (4) digits of his/her account which he/she 
has indicated to the Bank, at 1bank QuickPay Service. For 
identification and verification purposes during the 
transaction/transfer, the name(s) of the account which the 
Beneficiary has selected to receive payments through Quick 
pay Service (which may be a joint account) will appear as 
follows: 
 In the event where the Beneficiary is listed on the telephone 

contact list of the User, the full name of the Beneficiary 
will appear. 

 In the event where the Beneficiary is not listed on the 
telephone contact list of the User, part of the name and 
surname of the Beneficiary will appear (the name and 
surname will be partially masked/partially encrypted).  

 In the event where the account selected by the Beneficiary 
is a joint account, part of the name and surname of the 
joint account holders will appear (the name and 
surname will be partially masked/partially encrypted). 

The Bank will use the information that the User provides to the 
Bank only for the purposes of administering the requested 
transfers and/or payments. 
The Bank does not keep any record nor does it store the above 
data in any electronic archive. 
The Bank shall in no way be liable for any damages or losses, 
including, but not limited to direct, indirect, consequential, 
special, incidental or punitive damages deemed or alleged to 
have resulted from or caused by such disclosure. 
 
13. TRANSACTIONS VIA QUICKPAY 
When the User transfers money and/or make payments through 
the QuickPay service, the Beneficiary might not wish to accept 
such a transfer and/or payment. It is understood that the Bank 
shall not be liable for any damages resulting from a 
Beneficiary’s decision not to accept a transfer and/or payment 
made through this service.  
 
14. ACCEPTANCE 
Please note that by choosing the option "I AGREE/I ACCEPT" 
this will be considered by the Bank as an express and 
unconditional acceptance by the User of the Terms and 
Conditions governing the QuickPay service which he/she has 
subscribed too.  
Moreover, the User ACCEPTS that the Bank has the absolute 
right at any time to block or suspend the use of the QuickPay 
service application in case that these Terms and Conditions 
and/or the Terms and Conditions of 1bank are breached and/or 
in case that this is required by any applicable law.  
 
15. GOVERNING LAW  
These Terms and Conditions and the Terms and Conditions of 
1bank shall be governed and construed in accordance with the 
laws of the Republic of Cyprus and the Courts of the Republic 
of Cyprus shall have jurisdiction to settle any dispute which may 
arise from or in relation to these Terms and Conditions and the 
Terms and Conditions of 1bank. This provision does not affect 
the rights of the Bank or the Account Holder or the User to take 
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legal measures before the Courts of any other country which 
may have jurisdiction. 
 
 
16. DECLARATION BY THE USER  
I hereby understand, accept and acknowledge that the 
combination of my User ID and Passcode which constitute my 
identity verification by the Bank, is equivalent to my signature 
and I further agree and accept that the combined use will have 
the same result and effect as the signature under my own hand 
irrespective of any certification by any competent authority or 
agency.  
Furthermore, I hereby agree and accept that the Bank will 
consider/perceive the combined use of my User ID and 
Passcode as entered by me personally, and the Bank will not 
be liable in the event that my User ID and Passcode are used 
without my authorization by a third party due to my own 
negligence and/or recklessness and/or oversight and/or 
otherwise (provided that the Bank is not acting negligently or 
fraudulently).  


